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nocrypto pkicertificate . . . . ... ... ... 687
rsakeypair (ca-trustpoint) . . . . ... ... e 688
show crypto key mypubkeyrsa . ... ... ... ... .. . .. L. 689
show crypto pki certificates . ... ...... ... .. ... . . . .. 690
show crypto pki trustpoint . . . ......... ... ... . . . .. 692
subject-name (ca-trustpoint) . . . . .. ... .. e 693
PART 5: NetworkManagement . . ... ... ...ttt neneessnns 695
Chapter 21: Allied Telesis Management Framework™ (AMF) Commands. ... ... 696
Introduction . . . ... ... 696
application-proxyip-filter. . . . .. ... ... .. ... 702
application-proxy quarantine-vlan . . . .. ... ... ... . . . 0oL 703
application-proxy redirect-url . .. .. ... . ... .. 704
application-proxy threat-protection . . .. ........ ... ......... 705
application-proxy threat-protection send-summary . . . .. ... ....... 706
application-proxy whitelist advertised-address . . . . ... ........... 707
application-proxy whitelistenable . . .. ...... ... ... ... ... ... 708
application-proxy whitelist protectiontls. . . .. ................. 709
application-proxy whitelistserver . ... ........ ... .. . . . . .. ... 710
application-proxy whitelist trustpoint (deprecated) .. ............. 712
area-link . . .. L 713
atmf-arealink . . . . ... .. 715
atmf-link . ... 717
atmfarea . ... ... e 718
atmfareapassword . ... ... .. ... 720
atmfauthorize . . . . . .. .. 722
atmfauthorize provision .. ... ... .. ... . . 724
atmfbackup . ... .. 726
atmf backup area-mastersdelete . . . . ... ... ... . . . . ... 727
atmf backup area-mastersenable .. ........... ... . . . . ... ... 728
atmf backup area-mastersnow . . ... ....... . ... 729
atmf backup area-masters synchronize . ... ... ......... ... .... 730
atmfbackup bandwidth .. ...... ... ... ... .. . . . . 731
atmfbackupdelete. . . ... ... .. .. . ... 732
atmfbackupenable ... ..... ... . . .. ... 733
atmfbackupguestsdelete . . . ........ ... ... .. ... ... . ... 734
atmfbackupguestsenable. . ... ....... ... .. ... . .. .. . ... .. 735
atmfbackupguestsnow . ... ... ... .. ... .. 736
atmf backup guests synchronize ... ........ ... ... ... .. ... ... 737
atmfbackupnow . .. ... .. .. 738
atmf backup redundancyenable . .. ............ ... ... .. .... 740
atmfbackupserver . . .. ... ... .. 741
atmfbackupstop . . . . . . oo e 743
atmf backup synchronize . . . . .. ... ... 744
atmfcleanup . . . . .. e 745
atmfcontainer . . ... .. .. 746
atmfcontainerlogin . ... ... .. .. . ... 747
atmfcontroller. . . . ... ... 748
atmfdistribute firmware .. ... ... ... L 749
atmfdomainvlan . . ... .. .. 751
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atmfenable . . .. ... e 754

atmf group (membership) .. ..... ... .. ... . .. 755
atmfguest-class . . . . ... . 757
atmflog-verbose . . ... ... . . e 759
atmf managementsubnet . ... ... ... . ... .. .. . . . . 760
atmfmanagementvlan .. ... ... 763
atmfmaster . ... ... e 765
atmfmtu ... 766
atmfnetwork-name . .. ... L 767
atmf provision (interface) . . . ... .. .. ... . e 768
atmfprovisionnode . ... ... .. . ... 769
atmfreboot-rolling . . . .. ... ... .. 771
atmfrecover . ... .. . e 775
atmfrecoverguest . . .. ... .. .. 777
atmfrecoverled-off . ....... ... . . . . .. . ... 778
atmfrecoverover-eth .. ... ... . .. . ... ... 779
atmfrecovery-server . . . . .. e 780
atmfremote-login . . ... ... ... 782
atmfrestricted-login . . . . ... ... ... ... 784
atmfretryguest-link . .. ...... .. .. .. ... . 786
atmfsecure-mode . .. ... e 787
atmf secure-mode certificateexpire . . .. ... ... .. oL 789
atmf secure-mode certificateexpiry . . . ... ... o oL 790
atmf secure-mode certificaterenew . . . ... .. ... L oL, 791
atmf secure-modeenable-all . ........ ... ... .. ... ... .. ... 792
atmfselect-area . . .. ... ... ... 794
atmftopology-guienable . ........ ... ... .. . . . . . . .. 795
atmftrustpoint . . .. ... .. 796
atmfvirtual-crosslink . . . . ... ... . . L 798
atmfvirtual-link . . ... ... . . . 800
atmf virtual-link description . . ... ... ... ... 803
atmfvirtual-link protection . . . . . ... ... ... .. . 804
atmfworking-set . .. ... . . . e 806
bridge-group. . . . . .. e 808
clear application-proxy threat-protection . .................... 809
clearatmflinks. . . .. .. ... .. 810
clearatmflinksvirtual ... ..... ... .. .. ... .. . ... . 811
clearatmflinks statistics .. .......... ... ... .. . . ... . .. ..., 812
clearatmfrecovery-file . .... ... ... .. ... . ... . .. ... 813
clear atmf secure-mode certificates . . ... ... ... ... .. . L L. 814
clear atmf secure-mode statistics . . . .. ... .. ... o oL 815
clone (amf-provision) . .. ... ... ... .. 816
configure boot config (amf-provision) . . . .. ... ... .. oL 818
configure boot system (amf-provision) . ...................... 820
copy (@mf-provision) . . . . ... ... 822
create (@amf-provision) . . . ... .. . L 823
debugatmf. ... ... 825
debugatmfpacket . . . ... ... ... 827
delete (amf-provision) . . . . . ... . . 830
AiSCOVEIY . .ot e e e 832
description (amf-container) .. ... ... ... ... ... . ... 834
erasefactory-default . . . . ... ... .. . .. 835
http-enable . . . . .. .. . 836
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identity (amf-provision) . . . ... ... ... e 838

license-cert (amf-provision) .. .......... . . . .. . ... 840
locate (amf-provision) . . .. ... .. .. ... 842
logevent-host . . ... ... . e 844
login-fallbackenable . . . . ... ... ... .. . . . . . 845
modeltype . . . .. 846
service atmf-application-proxy . ... ........ . ... .. ... ..., 847
show application-proxy threat-protection . ... ................. 848
show application-proxy whitelist advertised-address . . ... ......... 850
show application-proxy whitelistinterface . . . .. ................ 851
show application-proxy whitelistserver. . . . . .......... .. .. .... 853
show application-proxy whitelist supplicant. . . . ................ 854
showatmf . .. ... e 856
showatmfarea . ......... .. .. . . ... 860
showatmfareaguests. . . .. ... .. ... 863
show atmfareagquests-detail ................. ... . ........ 865
showatmfareanodes . ... ... .. ... ... . ... . 867
show atmfareanodes-detail . . .. ........ .. ... ... ... .. .. ..., 869
showatmfareasummary . . ......... ... . . .. 871
show atmf authorization .. ............ ... ... ... .. ...... 872
showatmfbackup . ......... .. .. .. .. . . . 875
showatmfbackuparea ... ...... ... ... ... .. . . . . .. 879
show atmfbackupguest . ....... ... ... .. . . . . . . 881
showatmfcontainer . . . ... .. ... . . ... . . e 883
showatmfdetail ........... ... .. .. ... . . . . . ... 886
showatmfgroup . ........ .. .. . . . 888
showatmfgroupmembers .. ........ ... ... ... .. .. . ..., 890
showatmfguests . . . ... ... . . . . 892
showatmfguestsdetail . . . ...... ... ... ... ... ... . . . . . ... ... 894
showatmflinks . ... ... .. .. .. . . . . 897
showatmflinksdetail . ......... ... ... ... .. ... .. .. . ..... 899
showatmflinksguest . .. ...... ... .. .. .. . . . . . . ... 908
show atmf links guestdetail . ............................. 910
show atmf links statistics . . .......... ... ... .. .. . . . . . .. ... 914
showatmfnodes ... ...... ... . . .. . ... 917
show atmf provisionnodes. . . .. ....... ... ... . .. .. . . . ..., 919
show atmfrecovery-file . ... ... .. .. .. . ... . .. . .. .. 921
showatmfsecure-mode . ... .. ... ... ... . ... .. 922
show atmf secure-modeaudit . . . ............ ... ... .. ...... 924
show atmf secure-mode auditlink . . ... ..................... 925
show atmf secure-mode certificates . .. .......... ... ......... 926
showatmfsecure-modesa . .. ..... ... . .. 929
show atmf secure-mode statistics .. ........................ 932
showatmftech .. .... ... ... ... . . . . . e 934
show atmfvirtual-links . .. ..... ... ... ... .. .. . . ... . ... .. 937
show atmfworking-set . . ....... ... .. ... . . .. 939
showdebuggingatmf . .. ... ... ... ... ... . 940
show debuggingatmfpacket . ... ..... ... ... ... . ... .. .. ... 941
show running-configatmf . .. ....... ... ... ... .. . . . . ... 942
State . .. e e 943
switchportatmf-agentlink .. ........... ... ... ... ... ...... 945
switchportatmf-arealink .. ......... ... ... ... ... ... . ..... 946
switchportatmf-crosslink . . . ... ... ... ... .. . .. .. ... ... 948
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switchportatmf-guestlink . . ........ ... ... .. ... ... ... ... 950

switchportatmf-link . .. ....... ... .. . . .. . . . . 952
typeatmfguest . .. ... .. . .. 953
typeatmfnode ... ... .. ... 954
undebugatmf . . . ... 956
USEINAME . . o it e e e et e e e e e e e e e e e e 957
Chapter 22: Dynamic Host Configuration Protocol (DHCP) Commands . .. ... .. 958
INtroduction . . . .. e e 958
bootfile . . ... . . . 960
clearipdhcpbinding . ........ .. . . . ... 961
default-router . .. ... .. 962
ANS-SEIVEr . . . e e 963
domain-name . .. .. ... e 9264
host (DHCP) . . . .. e e e 965
ipaddressdhcp . ... ... 966
ipdhcpbootpignore . ... ... . . ... e 968
ipdhcp leasequeryenable . .. ... .. ... . L 969
ipdhcpoption. . ... .. . . e 970
ipdhcppool . . ... . . 972
ip dhcp-client default-routedistance . . ...................... 973
ip dhcp-client request vendor-identifying-specific . . . .. ........... 975
ip dhcp-client vendor-identifying-class . . .. ................... 976
ipdhcp-relayagent-option . . . .. ... ... . . . 977
ip dhcp-relay agent-optionchecking . . ........ ... ... ... .. .. 979
ip dhcp-relay agent-optionremote-id . . . ... ... ... ... ... ... 981
ip dhcp-relay informationpolicy . .......................... 983
ipdhcp-relaymaxhops ... ... ... ... . . . . . e 985
ip dhcp-relay max-message-length . . ....................... 986
ipdhcp-relay server-address . . . . ... ... .. 088
ip dhcp-relay use-client-side-address . ... .................... 990
lease . . . 992
network (DHCP) . . . . .. e 994
NEXE-SEIVEN . . . it e e e e e e e 995
OPLION . . o e e e e e e 996
probeenable. . . .. ... .. e 998
probepackets . . . ... ... e 999
probetimeout . . .. .. ... e 1000
Probe type . . . e 1001
FANGE . . o it e e e e e e e e e e 1002
FOUTE . . o e e 1003
servicedhcp-relay .. ... ... ... 1004
servicedhcp-server. . ... .. e 1005
short-lease-threshold . . . ....... ... ... .. ... ... ... ... ... 1006
show counter dhcp-client . ................. ... ... .. .... 1008
show counterdhcp-relay . . ....... ... . . 1009
show counterdhcp-server . .. ...... . . . . .. e 1012
showdhcplease ... ....... . . . . . 1014
showipdhcpbinding ... ...... ... .. ... ... .. . . . ... 1015
showipdhcppool .. ... ... ... . . . . . . . . . . 1017
showipdhcp-relay . . ... ... . 1021
show ip dhcp serverstatistics ... .......... ... . . ... 1022
showipdhcpserversummary . .. ... 1024
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subnet-mask . . ... e 1025
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option (DHCPVE) . . . . . .. e e s e 1071
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servicedhcp-relay . . ... ... .. 1075
show counterdhcp-relay . . ...... ... ... ... ... . ... . . ... 1076
show counteripv6 dhcp-client . ........... ... .. ... ....... 1079
show counteripv6 dhcp-server . ... ... ... ... . 1081
showipdhcp-relay . . . ... ... . 1083
showipvbdhcp . ... ..o i 1084
showipv6dhcpbinding . ......... ... ... .. .. ... . . . . . . ... 1085
showipv6dhcpinterface . . .. ... ... ... . .. . . ... .. 1088
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SNEP-Address . . . o e e 1092
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ntp authentication-key . ... ... ... ... .. . . ... . . . 1094
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showntpcounters . ... .. i e 1108
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showntpstatus . . .. ... e 1110
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SHOW SNMP-SEIVEIr grOUP . . . v v v e e e e e e e et e et e e 1123
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Chapter 36: IPsecCommands .........cc0ttetneeeonsesocnncanss 1381
Introduction . . ... ... . . . e 1381
clearisakmpsa . ... . ... e 1383
caryptoipsecprofile . . ... ... 1384
cryptoisakmp key . ... e 1386
CryptoisakmpP Peer . . . v v i i e e e 1389
cryptoisakmpprofile ... .. L 1391
debugisakmp . . ... ... 1393
dpd-interval . ... ... .. 1395
dpd-timeout . . ... ... ... 1396
interfacetunnel (IPsec) .. ...... ... ... . . . . . . . 1397
lifetime (IPsecProfile) ... ..... ... .. . . . . .. .. i 1398
lifetime (ISAKMP Profile) . ... ... . . . . . . 1399
nodebugisakmp . . ... ... . e 1400
PIS e 1401
FEKEY . vt e e e 1403
show debuggingisakmp .. ...... ... ... ... . . . . . 1404
show interfacetunnel (IPsec) . ............. ... ... .. ...... 1405
showipseccounters . .. ...... .. i 1406
ShOW ipseC peer . . . v i e 1407
showipsecpolicy . .. ... .o e 1408
showipsecprofile . ........ .. . . ... . ... . 1409
ShoWw ipsecsa . . ..ot e 1411
showisakmpcounters. . .. ... ... 1412
showisakmpkey (IPsec). . . ... ... . . . 1413
showisakmppeer . ....... .. . . . e e 1414
showisakmpprofile . ... ... ... . . . . . 1415
showisakmpsa ... ... .. . . 1417
transform (IPsecProfile) . . . .. ... ... ... . ... ... . .. 1418
transform (ISAKMP Profile) . ... ... ... ... .. ... . ... ... .... 1419
tunnel destination (IPsec) . . . .. ... ... . . . e 1421
tunnel localname (IPsec) . . .. ... . i i 1423
tunnellocalselector . .. ... ... ... . . . . ... . 1424
tunnel modeipsec . . ... .. e 1426
tunnel protectionipsec (IPsec) . ........ ... . .. 1427
tunnelremotename (IPsec) .. ........ ... 1428
tunnelremoteselector . ... ...... ... . . .. ... 1429
tunnel security-reprocessing . . . . . . ... e 1431
tunnelselectorpaired . ... ... .. .. .. . ... . .. 1432
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tunnelsource (IPseC) . . . . . . o i i 1433

undebugisakmp .. ... L e 1435
version (ISAKMP) . . . .. e 1436
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Ptepadjust-Mss . . . ... e 1439
IPVBtCp adjust-mss . . . . . ... 1441
show interface tunnel (OpenVPN) . . ... ... ... ... ... .. .. .. ... 1443
show openvpnconnections . . .............. .. .. iiini... 1444
show openvpn connectionsdetail . ........................ 1445
tunnel openvpn tis-version-min. . . . . ...... ... ... ... o, 1446
tunnel openvpn authentication . . . . ............. ... ... ..., 1447
tunnelopenvpncipher . ... .. .. ... . 1448
tunnel modeopenvpntap ... .. .ot e 1450
tunnel mode openvpntun . . ... ... ... ... e 1451
tunnel openvpn expiry-bytes . .. ... ... . .. . e 1452
tunnel openvpn expiry-seconds . ... ... e 1453
tunnelopenvpnport. . ... ... . e 1454
tunnelopenvpntagging .. ......... ... 1455
tunnel security-reprocessing . . . . . . . . 1456
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Introduction . . . ... e 1457
br-address (softwire) . . . . ... ... .. . ... 1459
mesh-mode . ... ... .. e 1460
method (softwire) . . . . . .. ... . e 1461
rule (SOftwire) . . . . . i 1462
show running-config softwire-configuration . ................. 1464
show softwire-configuration . . . ... ......... ... .. ... ....... 1465
softwire-configuration . . . . ... ... ... ... .. ... . 1467
tunnel security-reprocessing . . . . . . . ... 1468
tunnel destination (DS-Lite) .. ....... ... ... . . 1469
tunnelmodeds-lite . ......... ... ... ... . ... 1470
tunnelmode w406 . .. ... .. . .. 1471
tunnelmodemap-e . ... ... . . . .. e 1472
tunnel softwire . . ... .. ... .. 1473
upstream-interface . . . . ... ... e 1474
Chapter 39: IPv6é TunnelingCommands . . . .. ...t i ittt tnertnnennns 1475
Introduction . . . . ... 1475
interfacetunnel (IPV6) . . . . .. . . .. 1476
ip address (IP Addressingand Protocol) . . .. .................. 1477
PP adjust-MSs . . . . e 1478
PVO address . . . i i e e 1480
IPVO tCP adjust-MSS . . . . . ot e 1482
MNEU . . e e e e e e e e e e e e e e e 1484
show interface tunnel (IPv6) . . .. ... ... ... .. . ... 1486
tunnel destination (IPv6) . . .. ... ... .. .. .. 1487
tunneldscp . . . . .o e 1489
tunnelmode (IPV6) . . . . .. . o i i e 1490
tunnelsource (IPV6) . . ... ... . . e 1491
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List of Commands

aaa authentication enable defaultlocal.................cooiiiiiiiiiilt 126
aaa local authentication attempts lockout-time........................... 127
aaa local authentication attempts max-fail..................ooiiiiil, 128
aaaloginfail-delay........ ..o 129
accept-invalid-sslcert ... e 550
ACHIVAT . Lo 331
active (PING-Polling) . ..vvi i e e e 1262
Tt (Y= (T T =T o 1224
Address PrefiX . o.ue i 1028
AAArESS FANGE .« ottt e e e e 1030
AGCING-TIMI Lttt i e e e e 405
alert-thresholding ........ooviiii i e 1362
alias (INterface) ....veuin it e 1113
=T o T 357
APPIICAtION ..o e 1311
application-proxy ip-filter........ ..o 702
application-proxy quarantine-vlan .......... ... o i i 703
application-proxy redirect-url ... e 704
application-proxy threat-protection send-summary....................... 706
application-proxy threat-protection ...........cooviiieiiin i nennennn. 705
application-proxy whitelist advertised-address ..............ccoovvviinn. 707
application-proxy whitelistenable...............co i 708
application-proxy whitelist protectiontls................ ... ... oLl 709
application-proxy whitelistserver ...t 710
application-proxy whitelist trustpoint (deprecated) ....................... 712
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area-link. ... e 713
ATP LOg et e 503
arp OPPOITUNIStIC-NA. ... e i e e 506
] o P 502
ArP-aging-timeOUL. . ...ttt e e e e 501
arp-reply-bc-dmac. .. ..o e 507
At area PasSSWOId. ..ottt et e i et e e 720
0 1T 718
atmf authorize provision. ...t e 724
atmfauthorize. ... ... e 722
atmf backup area-mastersdelete. .........ov it 727
atmf backup area-mastersenable ... 728
atmf backup area-masters NOW. .......oviiiii i 729
atmf backup area-masters synchronize.............coiiiiiiiiiniiinn... 730
atmfbackup bandwidth ... 731
atmfbackupdelete. ... ..o e 732
atmfbackupenable ... 733
atmf backup guestsdelete. ... 734
atmf backup guestsenable ........ ... 735
atmf baCckup gQUESTS NOW . ... i e e e 736
atmf backup guests synchronize .............co i 737
AatMf baCKUP NOW . ..o e e e e e 738
atmf backup redundancyenable.............ccooiiiii i 740
atmf baCckUp SerVer ... e 741
AatMf baCKUP StOP . .t e 743
atmf backup synchronize ... e 744
AT DACKUD . ..t e e 726
AtMf CleanUD ..o e e 745
atmfcontainer login. ... e e 747
AtMf CONTAINET. .. et e 746
atmfcontroller ... ..o 748
atmf distribute firmware ... ... e 749
atmfdomainvlan. ... ... i 751
atmfenable ... ... 754
atmf group (membership) ... 755
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AtMT QUEST-ClaSS .ot e e e 757
atmflog-verbose ... 759
atmf managementsubnet ... 760
atmfmanagementvian. ... ... e 763
At MaASTEr L. e 765
At MU . L e 766
atmf NEtWOrK-Name . ... e e 767
atmf provision (interface) ... e 768
atmf ProvisioN NOde . ...t e 769
atmfreboot-rolling ..o e 771
AtMf rECOVEN QUEST. ..ttt ettt et 777
atmfrecoverled-off. ... ..o e 778
atmfrecoverover-eth. ... ... e 779
AUME TECOVET. . .ottt et et e 775
AtMf rECOVEIY-SEIVET. .ttt ettt ettt eaaens 780
atmfremote-login. ...t e e 782
atmfrestricted-login. ... e 784
atmfretry guest-link . ... i e 786
atmf secure-mode certificate exXpire ..o i i 789
atmf secure-mode certificate expiry ........cooiii i 790
atmf secure-mode certificaterenew............ooi i 791
atmf secure-mode enable-all....... ... 792
atMf SECUIE-MOTE . ..ttt e 787
atmfselect-area . ... ..ot e 794
atmf topology-guienable........ ..o 66
atmf topology-guienable. ... 795
AT EIUSEPOINT Lo i i e et e et e e 796
atmf virtual-crosslink ....... . . 798
atmf virtual-link description. ...t 803
atmf virtual-link protection ..ot e 804
atmfvirtual-link ... 800
At WOIKING-SET ..ot e e 806
atmf-arealink .. ... o e 715
atmMf-liNK . e 717
autobootenable. ... ... e 77
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o T 4 o] =330 372

banner display external-manager ...t 173
DaNNEr EXeC . .. e 174
banner external-manager. ...t i e e 176
banner 1ogin (SSH). ...t 1182
banner 1ogin (System). . ....oiiii i e 178
banner motd ..o e 180
bIacklist . . ..o 1372
boot config-filebackup ..o e 80
boot config-file. .. ..o 78
boot system backup .. ..oviii i e 82
OOt SYStEM . ..o 81
boOtfile .. e 960
br-address (SOftWire). . ........oueniniii e 1459
o4 e o 1= S 406
o7 Te [ T T 11 ] o 1S 407
o7 Te T TSR T 11 ] o 1S 808
category action (IPS) . ....viir i e 1363
oo 83
(ol T | e o 359
o[ 360
clearaaalocaluserlockout....... ... 130
clear application-proxy threat-protection.............cooviviiiiiiiainn, 809
cleararp-cache ... e e e 508
clear atmf links statistics ........coevuieii e 812
clearatmflinks virtual ....... ... 811
clearatmflinks ..o 810
clearatmfrecovery-file ... ..o 813
clear atmf secure-mode certificates ............coi i 814
clear atmf secure-mode statistics. ........ovvniriiii i 815
clear counteripv6 dhcp-client. ...t 1032
clear counteripv6 dhcp-server.........ooviiiiiiii i i 1033
clear eXCeption l0g . ..ovviii i e 236
clear firewall conNnNECtioNs . .....ooiuiii 1288
clearipdhcp binding ..o e 961
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clearipdnsforwardingcache ... 551

clearipv6 dhcp binding. ... 1034
clearipvedhcpclient. ... ... e 1036
clearipvbneighbors ... e 609
ClearisakmP Sa . ov vt 1383
clearlineconsole ... ..o e 131
Clear [N VY . ot e e e e 132
clearlogbuffered. ... e 238
clearlog external ........coiuiiiii i e 239
clearlog permanent ... ....ovuiiin i e 240
(ol [T 1 o Yo P 237
clear mac address-table dynamic.............cooi il 374
clear mac address-table static............coiiiiiii i 375
clear macfiltercounter ... ... 408
clear ping-poll. . ..o e 1263
Clear POIt COUNTE ..ttt e e et et e e et e eeaas 376
Clear SN . . 1183
client (pppoe-relay). ..o e 492
ClOCK SBT. . ettt e 182
clock summer-timedate ... .. ..o e 183
clock summer-time reCuUrmting .. ..o.voeir ittt iaeaas 185
ClOCK TtIMEZONE .. et e 187
clone (@Mf-Provision) . ....oe i e e 816
configure boot config (amf-provision).............cooiiiii i, 818
configure boot system (amf-provision) ...l 820
configureterminal........ ..o e 55
connection-limit (firewall). ... i 1289
CONNECHION-10g BVENTS . .ottt e et e 1291
CONNECHION-10g BVENTS . . ..ottt ettt 241
COPY (@MF-Provision). .....cuueii e e e e 822
COPY (filEeNamME) . ..o e 84
copy buffered-10g ..o e 242
COPY debUg .. e 86
COPY PEIMANENT-lOg. ..ottt e e 243
COPY MUNNING-CONfIg . ottt e e ettt e e e e eeeeaeaens 87
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COPY StartUP-CONTIg. .o et e e e e e 88

Lale] o3V 0 VYo =1 o' IR 89
create (@amMf-Provision) . ... ..o iiir it e e 823
create autoboot ... ... .o 20
critical-interval ... . e 1264
Crypto ipseC Profile .. ..o 1384
CrYPtO iSaKMP KEY ..ttt e e e e e e 1386
CrYPLO iSAKMP PN . . . et 1389
cryptoisakmp profile .. ... 1391
crypto key destroy hostkey. ... ..o 1184
Crypto key destroy Userkey. . .....vuevr ittt 1185
crypto key generate hostkey ... ..o 1186
CrYPLO KEY gENEIAtE IS@ . . ettt ettt ettt e et 674
crypto key generate USerkey .......ouuveniii it 1187
crypto key pubkey-chainuserkey. ..o 1188
CrYPLO KEY ZEIOIZE . .ottt e 675
crypto pkiauthenticate ..ot e 676
cryptopki enroll . ... e 677
CrYPLO PKi EX PO PEM Lttt ettt e e e i e e et 678
Crypto pki export pKCST2. ... e 679
Crypto pKi import pem .. ..o e 680
Crypto pkiimport PKCST2. ..o e e 682
Crypto PKi truStPOINT. ..ot e e e e e e e 683
custom-failure. .. .. 552
CUSTOMI=SUCCESS. vt ettt ettt ettt et e e et e et a e eanneens 553
CUE-through ..o 377
o - P 1225
ddnsenable. ... .o 554
ddNS-UPdate NOW ..ottt e e e e 557
ddns-update-method. ....... ... e 555
debugatmfpacket ..ot e 827
debugatmf. ... e e 825
debugcore-file ... ..o e 188
debugddns ... 558
debugfirewall. ... ... e 1293
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debugipdnsforwarding. ..o e 559

debugip packetinterface...........coiiiiiiiii i 509
debugisakmp .. ..o e 1393
debugmail. ... e 1153
debug ping-poll . ..o e 1265
debug platform packet ... e 378
AEDUG PP et e e e 450
debUg SNMIP. ..o e 1114
debug ssh server . ... e 1190
debug trigger ..o 1227
defaultlog buffered ... e 244
defaultlog console ..o e e e 245
defaultlogemail ... ... 246
defaultlogexternal....... ..o e 247
default log host. . ....cooiii 248
defaultlog monitor. ... ..o e e 249
defaultlog permanent. ... . ...ttt e e 250
default-action . ......on i e 409
default-protocol-action ...t ii i 411
default-router . ... ... e 962
delete (@MFf-Provision) . .......viiii it e e e e 830
deletedebug. ..o 92
delete Mail .. ... e 1154
delete . ..o e 91
description (@mf-container) ... e 834
description (domain-list)..........coiiiiiiiii i e 560
description (iNterface) ......ovveiiit i i e e 335
description (ping-polling) . .....ooviiii i 1266
description (trigger) . ..oviii i e 1228
o P 93
disable (Privileged EXecmode) . ......covviiiiiiiiii i 56
AISCOVEIY . et e e 832
dns-server (DHCPVO) . ..ot e 1037
ANS-SBIVET . . ettt et e 963
o o T 57
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AOMIAIN. ettt e 561

domain-name (DHCPV6) .......coiiiniii e 1039
dOMaIN-NAME . ... e 964
dpd-interval. ... e 1395
APd-tiIMEOUL ..ot e 1396
o oo o A 1313
o [T of o 1 1315
AUPIEX ot e e e e e e 380
=T o o T 332
edit (filename) . . ... e 96
<o 1 R 95
enable (Nat) . .....on i e 1345
enable (Privileged Execmode) ......coviiiiiiii i 58
enable PassWword ... ...t e e 133
enable secret (deprecated)........c.oviiiiiii i e 136
ENCAPSUIATION PPP. oot e e e 361
ENCAPSUlATION PPP. e et e e 453
<] o 60
enrollment (ca-trustpoint) ...t e 684
erase factory-default. ... e 835
erase factory-default. ... ... 97
€rase Startup-CoNfig . ...o.viinr e e e e 98
EXEC-TIMEOUL . . e e 137
2 61
EXPECt-NIMI-TESPONSE ...ttt e e e e e 562
fail-coUNt. ..o e 1267
fingerprint (Ca-trustpoint) . . .....vi i 685
firewall . ..o 1292
flowcontrol (SWItCh Port).......oviii i et 381
flowcontrol hardware (asyn/console)..........cooveviviviiiiiiinnnnn.n. 139
fOllOW-TedireCtS. . . ettt 563
get-before-submit. ... e 564
Lo T3 il 0 T= 1 =1 0 1 13 PP 565
V=] 1o 62
hOSt(DHCP) . .o 965
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NOST (NETWOIK) . . v vttt et e et e e 1317

host-name (ddns-update-method) ..., 566
NOSTNAME .. e 189
http log webapi-requests . ......oovi it e e e 67
Y8 03 o o T 68
Y1 o T =Tl U T o o] o 69
http-enable . ... e 836
1 o K elo e PP 1319
[ 0] o 17/ o1 P 1321
identity (@mf-provision)....... ..o e 838
INterface (PPP) . ... et e 454
interface (to configure) ........ooviiiii i i e 336
interface tunnel (IPSEC). . ... .ot 1397
interface tunnel (IPV6) . ......ooiiii e 1476
iP (PING-POIING) . vt e e e e e e 1268
P address (NOSt) .. ou i e e e e e e e 1323
ip address (IP Addressing and Protocol) ..o, 1477
ip address (IP Addressingand Protocol) .............coiiiiiiiiiiiin, 511
Paddress dNCP ..ot 966
ipaddressnegotiated. ..ottt e e 455
ipddns-update-method ... 567
ipdhcp bootpignore ... ... e 968
ipdhcpleasequeryenable .. .....oviiii i e 9269
P ANCP OPtION. ..t e e e e 970
PANCP POOL. . e 972
ip dhcp-client default-route distance.............oooiiiii i, 973
ip dhcp-client request vendor-identifying-specific........................ 975
ip dhcp-client vendor-identifying-class.............oooiiiii i 976
ip dhcp-relay agent-option checking ... 1042
ip dhcp-relay agent-option checking ..o, 979
ip dhcp-relay agent-optionremote-id ..........cooiiiii i 1044
ip dhcp-relay agent-option remote-id .......coviiii i 981
ip dhcp-relay agent-option ..ot 1040
ip dhcp-relay agent-option ........o.iiiv i e 977
ip dhcp-relay information policy ..o 1046
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ip dhcp-relay information policy .......cooiiiiiiiii i 983

ip dhcp-relay maxhops .....oviiiiii e 1048
ipdhcp-relay maxhops ......oiiiiini i e e 985
ip dhcp-relay max-message-length.............cooi i, 1049
ip dhcp-relay max-message-length............cooiiiiiiii it 986
ip dhcp-relay server-address .......o.vini i 1051
ip dhcp-relay server-address ......ovuiiiv i e 988
ip dhcp-relay use-client-side-address. ........ovi it 990
ip directed-broadcast. ........coiiiiiiii i e 512
ipdnsforwardingcache ...... ..ot e 569
ip dns forwarding dead-time...........oiiiiiiiiii i 570
ip dns forwarding domain-list............oco i 571
ipdnsforwarding retry ... ..o 572
ip dns forwarding source-interface ... 573
ipdns forwarding timeout ..ottt 574
ipdnsforwarding. ......cooiiiiiii i e e e 568
ipdomain-list. ... ..o e e 575
iPdomain-looKUP ... e 576
P dOMaAIN-NAME. L.ttt e e e e et e e 578
Pforwarding. .....cooiiii i e e e 514
ip forward-protocol udp ....oovii e 515
ip gratuitous-arp-link . ... .. 517
iphelper-address. . ..o e e e 519
ipicmp error-interval . ... e e 521
ip limited-local-proxy-arp ... ...c.ooiiiiiiii i 1346
ip limited-local-proxXy-arp . ....o.ovuiin i e 522
P 1OCal-PrOXY-arD. ottt e e e e 524
ip name-server preferred-order ...t e 581
[l g T 1 =TT YT PP 579
1038 o] 014V o o 1A 525
10 31T 1T ot {3 P 526
1o T8 o 101 (< PP 659
P SUDNEE . o i e e 1325
P TCP A USTMISS .ttt ettt e e e 1439
P TCP A UST-MISS o\ttt ettt et e e e 1478
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[T o R oI Te |1 T 213~ 338

PP A UST-MISS .« ettt ettt e et e 457
P TCP SYNACK-TEINIES .ttt i e et et e e 527
ip tcp timeoutestablished ... 1294
ip tcp timeoutestablished ......... ... i 528
ip tftp source-interface. ... ... 99
PUNNUMDbDEIEd. . e e e e e e it i iaeans 459
ipunreachables ... ... e e 529
0 13 1364
ipv6 address (DHCPVOPD) ..ot 1053
iPV6 address (NOSt) . ..v.vvr it i e e e 1327
ipv6 address autoconfig ........iiiiiiii i e e 612
ipvb address dhCp ..o e e 1056
iPV6 address sUFfiX. . ....oei e 614
103G T e [ [ PP 1480
PV @ArESS. .ottt t ettt e e e e e e 610
ipv6 ddns-update-method ......... ... 582
ipvodhcpclientpd ... 1058
103 VZ6 X e | a Vel o1 o] o111 o o PSP 1060
IPVO ANCP POOL ..t e e 1062
103 VLe 3o | Vel o Y=Y oY/ 1064
PVB enable. ..o e 615
ipv6 euibd-linklocal . ... ... e 617
IPVO forwarding . ...oovnii i e e e 618
ipveicmp error-interval. ... ..o e e 619
IPVB 10cal POOL. .. .o e 1065
ipv6 nd accept-ra-default-routes ..........coiiiiiiii 620
ipv6 nd accept-ra-pinfo. ... ..ot e 621
ipv6 nd current-hoplimit...... ..ot e 622
ipvo nd dnssearch-list..... ... e 624
PVO NA AdNS-SEIVET . oottt ettt e et et r e e ieae s 625
ipv6 nd managed-config-flag ... 627
ipv6 nd minimume-ra-interval......... ..o 628
ipv6 nd other-config-flag ...t 630
ipv6 Nd prefix (DHCPVO). .. ..ottt 1067
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PVO N PrefiX. . oo e e e e 631

ipv6 nd proxy interface ..... ..ot 633
ipve ndra-interval . ... ..o 634
ipvb Nd ra-lifetime .. ..o e e 635
ipvb nd reachable-time ... e 636
ipv6 Nd retransmission-time .........oouveiiii it iii e, 638
ipv6 Nd route-information ..........c.oiiii i i 640
ipv6 Nd router-preference. ... ..o e e 641
103 VLe 3 g Yo YU o o €T T - 642
IPVO NEIGhDOT . .. e e 643
IPV6 OppOrtUNistic-Nd. .. ... 644
PV FOUTE .« .ttt ettt ettt ettt et et 645
PV FOUT . .ttt ettt et et et ettt i 661
PVO SUDNEL L. 1329
IPVO tCP A jUST-MISS . vttt ettt et e e e i i 1441
PVO tCP A jUST-MISS . vttt et e ettt i e e e e i e 1482
PVO tCP ajUST-MISS . ottt ettt ettt et 340
IPVO tCP ajUST-MISS . ettt ettt et et et 461
IPV6 titp source-iNterface .......oovv it e 100
ipvb unreachables . ... ... e e 646
keepalive (PPP) ... e e 463
[3-filtering enable. . ... 412
JBaS ettt e 992
eNgth (@SYN) .ot e 141
length (ping-polldata).........cooviiiiii i e 1269
license-cert (@amf-provision) .........c.oiiii it e 840
lifetime (IPsec Profile) . .........ooinin e 1398
lifetime (ISAKMP Profile) ......oui e 1399
0T 142
link-address . .....ooiei e 1069
NKElaP @CtION .« vt e e e e e e 383
LOCal-PrOXY-ar ottt e e e 1348
[OCaAl-PrOXY-ArP . ettt et e e 531
locate (@Mf-Provision) ........oiiir i e 842
log buffered (filter) ...t e 252
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logbuffered exclude. .......ooviiii i e 255

log buffered size. ... ..o 258
logbuffered. ... ..o e e 251
logconsole (filter) .....oovriii i e e e 260
logconsole eXclude .......oiiiiiiiii i e e 263
0g CONSOIE. ..t e 259
logdate-format. ........coiiii i e 266
logemail (filter). . ..oovi et e e et e e 268
logemail exclude. ... e e 271
logemail time . ... e 274
log email ..o e e 267
[0g EVENT-NOST. ..ttt e e e e 70
[0g VENT-NOSt. ..t e e e e 844
logexternal (filter) .......oviiii e 278
logexternal exclude ... i e e e 281
logexternal rotate. ..ot i e e 284
logexternal Size ......ouviiiiii i e 286
logexternal ... ... e 276
oG facility ..o e 287
I0g host (filter) . ..ot e e e et et e e 291
loghostexclude. ......cooiiiiiii i e e e 294
I0g oSt SOUICE . . .ttt e e e e 297
loghost startup-delay ........coovuiiiiii i i e e e 298
IOg oSt timeE .o e e 300
IOg NOSt .o e e e 289
logmonitor (filter) . .....ooi i e e 302
logmonitorexclude ..ot e e e 305
log permanent (filter) ..o e e e e e 309
logpermanentexclude ...... ... e 312
[0g PEIMANENT SIZE .\ v ettt e e e e e 315
[0 I o 1= ¢ ' =T 1T o | P 308
[Og trUSTPOINT. L vttt e e e e e e e 317
log UI-reQUESTS. . .ot e e e 1373
Og UI-rEQUESTS. . ottt e 318
login-fallbackenable ..........c i 845
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log-rate-limit NSM . ... e 316
mac address-tableacquire ... 384
mac address-table ageing-time ... e 385
mac address-table static ...... ... 386
MAC-fIEEr. e 414
Mac-filter-group egress . ......vi it e e 413
MAC-filtEr-groUP . .o e e e 415
MAC-learMING .. i e 416
Mail fromM. e 1157
mail smtpserver authentication ........... ...t 1159
Mail SMEPSEIVEr PO, .ottt et e et 1161
MaAil SN PSEIVEL L et e e e e e e 1158
Ml . e 1155
MaX-fiD-TOULES. . . ..o 191
MaX-fiD-TOULES. . . ... e 662
MaAXiMUM-PAthS. ... e 664
MNAX-SESSIONS .« e ettt ettt ettt et e e e e ettt e 493
MaAX-StatiC-TOULES . .« ot e e 192
MaAX-STAtIC-TOUTES . . . ottt e e i 663
MESh-MOME ... e e 1460
Method (SOftWIre) . .....oeuiit e 1461
KT .« e 101
MOAEIYPE ettt e 846
MOVEe debUG. ..ot 103
move rule (firewall) ... ..o 1295
MOVE TUIE (NAT) . ettt e 1349
00T 1T 102
MIU JUMDO L e e e e e e 342
MEU (PPP) . e 465
0 U 1484
00 (U 343
3 =1 1350
NetwWOrk (DHCP) . ... e 994
NEIWOIK (ZONE) . ..ttt et 1331
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[ 1) Y] V7= PP 995

no crypto pki certificate. ........coiiii e 687
nodebugall. .. ... e 193
NO debUg isakmp . ..o e e 1400
normal-interval. ... ... . 1270
ntp authentication-key ..........ooiuiiiiiii i 1094
ntp broadcastdelay ... ....oovviiiii i e 1095
1 0300 0= ] (= P 1096
8 03 0= < PP 1097
Ntp rate-limit ... ..o e 1099
01038 =) ¢ T 1100
1 0 3= Y= PP 1102
18 0T o T | el P 1104
0By -FOIM . e 583
OPLIMIStiC-Nd . ..o e 532
OPtIMISTIC- N . o e e e 647
OPLION (DHCPVE). ..ottt et et ettt et 1071
o) 01 o PP 996
password (ddns-update-method) ... 584
peerdefaultipaddress ..o e e 466
peer Neighbor-rouUte. . .....iie i e e e 468
S et e i 1401
PING PV . ettt ettt ettt ettt e e e 648
1 S PP 533
PING-POll .. e e e 1271
00 =11 1 Y PP 387
ppp authentication refuse .........oviiriiii i et 472
pPPpP authentication ... ..ot e e e 470
PPP hOStNamME. ..o e e e 474
PPRIPCP dns sUFfiX-list. ...t e e 478
PPRIPCP dNns SUFFIX-TiSt. . ..ot e e 587
70 031 oY o e [ 413 476
070 031 oY o e | 13 585
PPP IPCP IP-OVeITide. .. e e e e e 480
PP PASSWOIA . . ettt t ittt ettt ettt i 481
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ppp service-name (PPPOE) ...t et 482

ppptimeoutidle. ... ... e 483
[0 o] o U =14 1= .0 1= S 484
070 00T =] - Y P 494
prefix-delegation pool ...t 1073
privilege level ... .o e 144
probe enable. ... ... 998
ProbE PACKETS . vttt e e e e e 999
Probe timeoUL. .. ..ot e 1000
0T0] o T=I0 1Y/ o TP 1001
protect (firewall). ...t e e e 1296
ProteCt (IPS) ottt i e e e e 1365
protect (Url-filter) .. ..o e 1374
protocol ethii (macfilter) ... e 417
protocol novell (macfilter) ... i 419
protocol sap (Macfilter) ... e 421
protocol snap (Macfilter). ... e 423
PrOtOCOL. o et e 1333
PWA . e e e 104
=1 T 1= PP 1002
(1] oo Yo 1 195
receive-packet-scheduler ........ .o 196
O Y . v vttt e e e e e e e e 1403
(1= (o - To PP 198
<] o= | PP 1229
retry-interval . ... 589
1010 1 PP 105
FMON alarm. .. 1167
rmon collection history ....... ... i 1170
rmon collection stats ... ..ot e 1171
FMON @VENT. ¢ ottt ettt ittt eaens 1172
0] U1 =P 1003
rsakeypair (Ca-trustpoint) ... ...o.iui i 688
rule (firewall) .. ..o e 1297
rule (Macfilter). ..o e 425
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(U1 L3 (2 =1 P 1351

rule (SOFtWIre) . ..ot e 1462
ruleip (macfilter) ... e 427
rule ipve (macfilter) ... ..o e e 429
SAMIPIE-SIZE. . ottt e e 1272
ol 101 1230
security-password forced-change ...........coiiii i 146
security-password history. ... .. ..ot 145
security-password lifetime ... e 147
security-password minimum-categories. ... ..c..vuivriinennenennennn. 149
security-password minimum-length.............. ..o i, 150
security-password min-lifetime-enforce ......... ... ...l 148
security-password reject-expired-pwd. ... 151
SECUNity-PaSSWOrd WarNiNg .. ...vvu et ttet et eieeeienenenneneenenens 152
SEIVEr (PPPOETEIAY) « vttt et e et e e e e 495
SErViCe adVanCed-VEY ....ooviriit i e e e e 153
service atmf-application-proxy...........ooiuiiiiii i 847
service dnCp-relay . ...ovuiii 1004
SerVICE ANCP-Telay ..ot e e 1075
7]V [l | o T o R Y ) 1005
SBIVICE M. . ottt e e 71
Service password-enCrypltion. . ... e v tni i 154
SEIVICE SSh. .ot e 1191
service statistics interfaces counter............c.oi it 345
service telnet . ..o e 155
short-lease-threshold ... ..o 1006
show aaalocaluserlocked. ........ ..ot 156
show applicationdetail ... 1335
show application ... ..ot e e 1334
show application-proxy threat-protection..............cooviviiiin... 848
show application-proxy whitelist advertised-address ..................... 850
show application-proxy whitelistinterface......................oooiiitL. 851
show application-proxy whitelist server ......... ..., 853
show application-proxy whitelist supplicant....................oooeiie, 854
S OW Al .ot 534
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show atmf area QUESTS . ... ov vttt e e e e 863

show atmfarea guests-detail.............coooiiiiiiiiii 865
show atmfareanodes .........ouviiniin i 867
show atmf area nodes-detail ....... ... i 869
show atmfarea summary ..........ouiuii it 871
show atmfarea. ... .. ..ot e 860
show atmf authorization.......... ..o 872
show atmfbackuparea ...t i e 879
show atmfbackup guest. ...t i et 881
show atmfbackup ... ..ot e 875
show atmf container. ... ....o.iuiiii i i 883
show atmfdetail. ... ..o 886
show atmfgroupmembers ... 890
SHOW atmf QroUP .. .v e e e 888
show atmfguestsdetail.............cooiiiiii it 894
ShOW atmf QUESTS. ..ot e e e e e 892
show atmflinks detail.......... ... i 899
show atmf links guestdetail..............coiiiiiii i 910
show atmflinks guest. ... 908
show atmf links statistics. ....... ... 914
show atmflinks. ... 897
Show atmfnodes . ....c.iei e 917
show atmf provision NOAES . .......ovt ittt 919
show atmfrecovery-file..... ... .o 921
show atmf secure-mode auditlink ............. o i 925
show atmf secure-mode audit ..ot 924
show atmf secure-mode certificates...........cocoiiiii i, 926
show atmf secure-mode sa. ........o.iuiiiin i 929
show atmf secure-mode statistics .........ccoiiiniiiiiniiii i 932
show atmf secure-mode ... ..ot e 922
show atmftech. ... ..o e 934
show atmf virtual-links. ... ..o 937
show atmf working-set ..ot i et 939
ShOW atmf. . e 856
ShOW @UTODOOT . . e e 106
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show banner external-manager..........coovviiiiiiii it 199

show bannerlogin. ... ..o e 1193
ShOW DOOT. . e e 107
show bridgemacaddr ... e 433
ShOW bridge. ..o e 431
showcellular .. ... 362
ShOW ClOCK . ..o e 200
show connection-log events ........c..vieii it ini it 1299
show connection-log events ..........coviiiiiiii ittt 319
show counter dhcp-client. ... 1008
show counterdhcp-relay ........coiiiiiinii i i 1009
show counterdhcp-relay ... i 1076
show counter dhCp-Server ........ooviii i 1012
show counteripv6 dhcp-client............cooiiiiiiiiiiii i, 1079
show counteripv6 dhCp-Server .......c.coiiiiii i iaeannn 1081
SHOW COUNtEI l0g . ..ot e e e e e 320
show countermail...... ..o e 1163
show counter ping-poll...... ... 1274
SHOW COUNTEr SNMP-SEIVEL. . .\ttt ettt et et e aeanans 1115
ShOW CPU iStOrY ... e 205
S OW ULttt e e 202
show crypto key hostkey. .......ovuiiiini e 1194
show crypto key mypubkey rsa.........cooviiiiiiiiii i 689
show crypto key pubkey-chain userkey.............. ...l 1196
show cryptokey userkey...... ..o 1197
show crypto pki certificates ... 690
show crypto pki trustpoint. . .....ouiti i it 692
show ddns-update-method status ..............coiiiiiiii i, 590
show debuggingatmfpacket..........ccooiiiiiiii i 941
show debuggingatmf....... ... i 940
show debuggingfirewall.............coiii i 1307
show debuggingipdnsforwarding ..., 591
show debuggingippacket........ccoiiiiiiiiii i 535
show debuggingisakmp. ... 1404
show debugging platform packet............coiiiiiiiiiiiii i 388
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Show debugging PPP. . oo v i e e e 485

show debugging snmpP ..ot 1119
show debugging trigger.......cooviii i e 1232
show debugging ..o e 207
show dhcplease. . ..o e e e 1014
SHOW BNTITY. . ot e 1336
ShOW eXCepPtioN 10g. .ottt e e e e e e 321
ShoW file SystemS . ..o e e 110
SNOW file L e 109
show firewall connections limits config-check ........................... 1303
show firewall connections limits ... innn... 1302
show firewall connections ........ ... i 1301
show firewall rule config-check ... 1306
show firewallrule. ... e 1304
show firewall .. ... oo e 1300
show flowcontrolinterface........... ..o 389
SNOW NiStOrY. . e e 64
SNOW hOSTS . et e 592
SHOW D .o 72
show interface (PPP) . ... ..ot e 486
show interface brief. ... ..o 350
show interface err-disabled ........ ... 390
show interface Memory. .....ovvrii i e e 208
show interface memory. .. ..ot e 351
show interface status ........ooviviiii i e 353
show interface switchport ... 391
show interface tunnel (IPS€C). .. ...oouiriiii e 1405
show interface tunnel (IPV6). ... ..ot 1486
show interface tunnel (OpenVPN) ... 1443
Show interface. ... ..o 346
showipdhcpbinding. ..o e 1015
ShoW ip dhCpP POOL. .o 1017
show ip dhcp server statistics .......ovvveiiii it 1022
show ip dhcp serversummary ........coovuiiiiiniiiiiiiiiiineeene. 1024
showipdhcp-relay .....coouiii i e 1021
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showipdhcep-relay ....... oo e 1083

show ip dns forwardingcache ...........coiiiiiiiiiiiii e 594
show ip dns forwarding server ..........ooviiiiiiiiiiin i, 595
showipdnsforwarding..........coouviiiiiiiii i i 593
showipdomain-list. ... e 596
showipdomain-name. ...... ..ot e et 597
show ip flooding-nexthops ... 536
showipforwarding.......ccouiiiiiiii i e e e 537
showipinterface ... ..o e 538
SHOW IP NAME-SEIVEY. . .ttt e i e et 598
showiproutedatabase. ...t 667
ShOW P rOUTE SUMMAIY . . .ottt eeaeens 668
SHOW P rOULE. . ottt e e e e e 665
SHOW P SOCKETS. .ot e e 539
ShOW P traffic ..o 542
SHOW IS CategOrIES. . vttt ettt et e et e 1367
S OW IS, ettt e e 1366
SHOW IPSEC COUNTEIS . .\ttt i et e e e e ee e aeanens 1406
SHOW IPSEC PO ettt e e e e 1407
ShOW IPSEC POLICY . . ettt 1408
showipsecprofile ... 1409
SHOW IPSEC Sa. e vttt e e e 1411
showipv6dhcpbinding ... 1085
showipvbdhcpinterface ...t 1088
Show ipv6 dNCP POOL ..ot e 1090
SHOW IPVO ANCP o e e 1084
show ipv6 forwarding. . ........ovvei i e e 650
show ipvl interface. ... ..o e e e e 651
show ipv6 Neighbors ... e 653
ShOW iPV6 roUTE SUMMAIY ..ttt e e ee e e eieaeenens 656
ShOW iPV6 rOULE SUMMAIY ..ttt iet et iee e en e einneiennanans 671
SHOW PV FOULE ..ttt e e e et ettt 654
SHOW VO FOULE ..ottt e e ettt et 669
Show isakmp CoOUNters . ...ttt e e 1412
show isakmp key (IPSEC) . ...vuinri it et 1413
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SHOW iSaKIMP PEEN ..ttt e e e et e 1414

show isakmp profile ... 1415
SHOW iSAKMP Sa. . .t ei aaa 1417
ShOW 10g CONFig oot e e 324
show logexternal. ... ..o e 326
show log permanent. . ......o.oiin it e 327
SNOW lOg Lot e 322
show macaddress-table ... 392
show mac-filter. ... e 434
ShoW mMail ..o e 1164
show memory allocations. ... ..ot i e 212
Show memory history. . ... e e 214
ShOW MemMOry POOIS . . ..ot e 215
showmemory shared. ...... ... e 216
SN OW MEMIOTY ettt e e e e e e e e 210
show natrule config-check ... 1358
ShOW NatrUle. ..o 1356
SNOW Nt . e e 1355
ShOW NtP aSSOCIAtioNS ... .vit i e i 1106
show ntp counters assoCiations ........ovvrv i it innenns 1109
SHOW NP COUNTEIS. .ottt et et e eeans 1108
SHOW NP STAtUS ...ttt e et ettt et e et 1110
show openvpn connectionsdetail. ..., 1445
show openvpN CoNNECHiONS. ... v it ie e 1444
ShOW PING-POIl ... 1276
show platform port. ... e e 396
ShoW platform. ... e e 394
SHOW PHIVIIEgE. o et e e 157
S OW PrOCESS . . ettt ettt e e e e e e e 217
Show reboot history . ..o e e 219
SNOW FBSOUICE . .o ettt ettt 168
ShOW rmon alarm . . ... . 1173
SNOW MMON BVENT. ..ottt e 1174
ShOW rmoN hisStOry. .. ..ot e e e 1176
ShOW rmon Statistics . . ..o .v et 1178
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SNOW FOULEI-Id. . et e e 220

show running-configatmf ......... ... i 942
show running-configfirewall................ . i 1308
show running-configinterface ...t 115
Show runNiNg-ConfigiPs .. ..ovvie i e e 1369
show running-config log. ..o 328
show running-config Nat. ........ovitii i e ce e 1359
show running-config pppoe-relay...........c.coviiiiiiiiiiiiiiiiinan... 496
show running-config sNMpP . ...t 1120
show running-config softwire-configuration............................. 1464
show running-config ssh. ... 1198
show running-config trigger ..ot i 1233
show running-configurl-filter.......... ... ..o i 1375
ShOW runNiNg-config ......ouveiii i e 112
show security-password configuration .................coiiiiiiiiiii... 158
ShOW SeCUNity-PasSWOrd USEr. . ..ottt ettt e i e iee e enans 159
Show sNMP-Server COMMUNItY . ....uutnte e aenn, 1122
ShOW SNMP-SEIVEN GrOUD vt ettt ittt e e eiae e, 1123
SHOW SNMP-SEIVEI traP .« ottt e e e et ce e eaeanens 1124
SNOW SNMP-SEIVEN USEI .\ttt tt ettt ettt et e i aeieneenens 1125
SHOW SNMP-SEIVEI VIEW . . o ottt e ittt it eeaeanns 1126
SHOW SNMP-SEIVET . .ttt et et ettt aeanens 1121
show softwire-configuration ................coiiiii i 1465
show ssh serverallow-users. ....... ..ot 1204
Show ssh server deny-Users ........ooviviiiiiii i, 1205
ShOW SSh server. . ... e 1202
SNOW SSh L e 1200
ShOW Startup-config . ...ooovi i e e e e 118
ShOW StOrm-CoNtrol. .......ooiiio i e 398
ShOW SYStemM INTEITUPTS . .o v ettt e e e e e eienaes 222
SHOW SYStEM MG, ottt ettt e et 223
show system pCidevice. . ....ooviiiii i e 224
SHOW SYStEM PCItrEe ..ottt e e e 225
show system serialnumber....... ... .. i 226
ShOW SYStEM USD ..ot e e 365
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SNOW SYSTEIM Lt e 221

SHOW teCh-SUPPOIt . it e ettt 227
show telnet. . ..o e 160
0] 01011V 1 T T =Y 1234
show url-filter ... e 1376
SNOW USEIS . ettt e e 161
SNOW VEISION ...ttt e 119
ShOW VIan .. 437
SNULOWN . . e 355
snmp trap link-status SUPPress . ...oeii i i eieeen 1128
snmp trap liNk-status ...t i e e e 1127
SNMP-SEIVEr COMMUNITY . .ottt et et i eaieeaneennnens 1132
SNMP-SEIVEr CONTACT. . ..o et e eeaaees 1133
snmp-serverenable trap . ....o.oe i e 1134
snmp-server enginelD localreset. ......ocvviiii it 1138
snmp-serverenginelDlocal ... 1136
SNMP-SEIVEE GIOUP . ettt ettt et e ettt e aaieeeeeeaneeeeeaannnens 1139
SNMP-SEIVEr hoSt . ... e 1141
snmp-server legacy-ifadminstatus. . ............coii i 1143
SNMP-Server l0Cation ... ...o.vu i e e 1144
snmp-server source-interface ...t 1145
snmp-server startup-trap-delay ............oo i 1146
0 1 0] o =] V7] U Y= 1147
SNIMP-SEIVEE VIEW . .t et ittt ettt ettt e et e ettt et aneeaneeeaneeeannens 1150
(] 101 03T =] V7= P 1130
SNEP-AdArESS .ttt e 1092
softwire-configuration ...t e 1467
£ 01U (o= T 2P 1280
SPEEA (ASYN) e ettt ettt e e 229
] 0T S 399
(] ] o A 1339
ssh server allow-USers. . ... e 1208
ssh serverauthentication .......... ..o 1210
SSh server deny-Users . .....oovuiii i e 1212
ssh server max-auth-tries ..........cooiiiii 1214
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SSh SErVer reSOIVE-NOST. . oottt e 1215

SSN SEIVEI SO, vttt it e e e 1216
ssh server secure-Ciphers ...... ..ot et ee e 1217
SSH SEIVEr SECUIE-KEX ... .ttt 1218
SSh SerVer STt P oo 1220
SSh SEIVEr . e 1206
] 71 < 943
storm-controllevel . ... .. 401
subject-name (Ca-trustpoint) . ......coveirii it 693
SUDNET-MASK ... e 1025
SUPPIresS-iPVA-UPdates. . . .oov et e e e 599
switchportaccessvlan ... ... e e e 438
switchportatmf-agentlink .......... ..o i 945
switchportatmf-arealink........ ...t e 946
switchport atmf-crosslink . ... 948
switchport atmf-guestlink. ... 950
switchportatmf-link ........ ..o i 952
SWItChPOrT MO @CCESS ..o vttt i ettt ie e 439
switchport mode trunk . ...t e 440
switchport trunkallowed vlan. ... 441
switchporttrunk nativevlan .......... ..o i 444
e Yo U5/ o 2R 544
L] T BET=Y = 162
terminal length. .. ..o e 163
terminal MONItOr . ... . e 231
terminal resize. ... 164
L= 1239
14 LI (g e T 1T ) 1S 1240
timeout (PING POIIING) ..o e 1282
timeout (PPPOoE-Telay) .. ..o.vi i e 497
TP OULE IPVO . oot e et et e e e, 657
L8 = T =] (o 11 |« < 545
transform (IPsec Profile). ... ... 1418
transform (ISAKMP Profile) ..o 1419
L0 ] © 2 AP 1242
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Triggeractivate . ..ot e 1244

L4 e o = 1243
tunnel destination (DS-Lite)..........oueuiiniiii it 1469
tunnel destination (IPSeC) ... ..ottt 1421
tunnel destination (IPV6) . ........o.iuii i 1487
BUNNELASCP it e 1489
tunnel local name (IPSeC) ..ot 1423
tunnel local selector ... ... e 1424
tunnel mode (IPV6) . ...t e e 1490
tunnel modeds-lite. ... ...t e 1470
TUNNEl MOdE IPSEC. vttt i e e e et 1426
tunnel Mode IWA406. . ... ... e 1471
tUNNEI MO MAP-€ . ettt e e et 1472
tunnel Mode OPENVPN taAP .o v i e et e 1450
tunnel Mode OpPeNVPN tUN . ...ttt i e e et ieenns 1451
tunnel openvpn authentication.............ooiiiii it 1447
tunnel openvpn Cipher ... e 1448
tunnel openvpn expiry-bytes ........coveiiii i 1452
tunnel openvpn expiry-seConds. .......vvviii it 1453
tuNNEl OPENVPN POt ..ot e e ettt 1454
tunnel openVPNtaggiNg . ..ot 1455
tunnel openvpn tls-version-min.............. oo i 1446
tunnel protection ipsec (IPSEC) .. ..ovvii it 1427
tunnel remote name (IPseq) . ... ..ot 1428
tunnel remote selector. . ..ot 1429
tunnel security-reproCesSINg . ... vt tre et ie e e, 1431
tunnel security-repProCesSING .. .v. vttt ee e e, 1456
tunnel SeCUrity-repProCeSSING .. ...ttt ettt eeaa 1468
tunnel selectorpaired ...t e 1432
tuNNel SOftWIre . ..o e 1473
tunnel source (IPSeC). ...t e 1433
tunnel source (IPVB). . ... e 1491
UNNE . L e 1493
type atmfguest. . ... .o e 1245
type atmfi QUEST. ..o e 953
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type atmMfNOde . ..ot e e 1246

typeatmfnode. ... ..o 954
187/ 013 o LU 1248
typeinterface ..o e 1249
type linkmon-probe ... ... 1250
Y P lOg et e 1252
L8 T30 1T 0 e oY/ 1253
18770138 011§ o o | Tl 1254
type pPINg-Poll ... 1255
Y P rEDOOT .ttt e 1256
1877 0 <10 1= S P 1257
Y P USD. ot e 1258
undebugall .. ..o e e 232
undebug atmf . .. ... e 956
undebug ddns. .. ..o e e e e 600
undebugip packetinterface .........cooiiiiiii i e 546
undebugisakmp ... e e 1435
undebug mail ... 1165
undebug ping-poll ... e 1284
undebug platform packet. ... e 402
(U1 g Yo 1=] o T T N o] o7 o 1S 490
UNAEbUG SNMIP . .o e 1151
UNAEbUG SSh SEIVET . ..t e e e e e e 1221
UNAEbUG Ergger. c ottt e e e e e 1259
LU 0 o T 0 X 120
UNMOUNT . ettt it i e 329
L8]0 alo 11 | ) S 1283
(U0 e 1= 1 £ Vo 1Y 169
update Webguinow .. ... e 170
update webguinow ... ... e 73
update-interval (ddns-update-method) ... 601
update-url (ddns-update-method) ... 602
upstream-interface ... ..o e e 1474
url-filter reload custom-lists..........cooiiiini i 1377
UN-FIer L 1378
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USh MOdE-SWItCN .. oot e e 367

USE-iPVA-for-ipv6-Updates ......c.oviiiiiii i e 605
username (ddns-update-method) ... 606
U= T4 g T T 0T 165
U =] 0 1= 0 < 957
version (ISAKMP) ... e 1436
vlandatabase ... e 447
VIaN L 445
17T 1 PP 333
whitelist (Url-filter) .. ... o 1379
WHItE file. o 121
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 55

. “disable (Privileged Exec mode)” on page 56
. “do” on page 57

. “enable (Privileged Exec mode)” on page 58
. “end” on page 60

. “exit” on page 61

. “help” on page 62

. “logout” on page 63
. “show history” on page 64
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example

C613-50505-01 Rev A

This command enters the Global Configuration command mode.
configure terminal
Privileged Exec

To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awplus# configure terminal

awplus (confiqg) #
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awplus# disable
awplus>
Related enable (Privileged Exec mode)
commands

end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awplus# configure terminal

awplus (config)# do ping 192.0.2.23

C€613-50505-01 Rev A Command Reference for AR1050V 57
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret (deprecated) commands. If no password is specified then only users with the
maximum privilege level set with the username command can assess Privileged
Exec mode.

Syntax enable [<privilege-level>]

Parameter Description

<privilege Specify the privilege level for a CLI session in the range <1-15>, where

- level> 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage notes Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret (deprecated) commands from the Global
Configuration mode. The service password-encryption command encrypts
passwords configured by the enable password and the enable secret (deprecated)
commands, so passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).

awplus> enable
awplus#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Exec mode. Users with a privilege level 6 or less need to enter a password to access
Privilege Exec mode. Use the enable password command or the enable secret
(deprecated) commands to set the password to enable access to Privileged Exec
mode.

awplus> enable 7

awplus#

Related disable (Privileged Exec mode)

commands
enable password
enable secret (deprecated)
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
commands
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This command returns the prompt to the Privileged Exec command mode, from
any advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows how to use the end command to return to the
Privileged Exec mode directly from Interface Configuration mode.

awplus# configure terminal

awplus (config)# interface ethl

awplus (config-if)# end

awplusf#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit

Command Reference for AR1050V
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview

Syntax

Mode

Example

Related
commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the
session.

exit

All command modes, including Interface Configuration and Global Configuration
modes.

The following example shows the use of the exit command to exit Interface
Configuration mode and return to Global Configuration mode.

awplus# configure terminal

awplus (config)# interface ethl

awplus (config-if) # exit

awplus (config) #

disable (Privileged Exec mode)
enable (Privileged Exec mode)

end
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CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax help
Mode All command modes

Example To display a description on how to use the system help, use the command:

awplus# help

Output Figure 1-1:  Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining wvalid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that
complete the typed letters (e.g. 'show ip?').

C613-50505-01 Rev A Command Reference for AR1050V
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax logout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awplus# logout
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CLI NAVIGATION COMMANDS
SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show history
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 1-2:  Example output from the show history command

en
show ru

conf t

route-map er deny 3
exit

ex

di

~ o U W N
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Device GUI and
Vista Manager EX
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
the Device GUI. They also allow your device to be monitored and managed by Vista
Manager EX™.

For more information, see Getting Started with the Device GUI on VPN Routers.

. “atmf topology-gui enable” on page 66
. "http log webapi-requests” on page 67
. “http port” on page 68

. “http secure-port” on page 69
. “log event-host” on page 70
. “service http” on page 71

. “show http” on page 72

. “update webgui now” on page 73
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DevicE GUI AND VISTA MANAGER EX COMMANDS

ATMF TOPOLOGY-GUI ENABLE

atmf topology-gui enable

Overview

Syntax

Default

Mode

Usage notes

Examples

Related
commands
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Use this command to enable the operation of Vista Manager EX on the Master
device.

Vista Manager EX delivers state-of-the-art monitoring and management for your
Autonomous Management Framework™ (AMF) network, by automatically creating
a complete topology map of switches, firewalls and wireless access points (APs).
An expanded view includes third-party devices such as security cameras.

Use the no variant of this command to disable operation of Vista Manager EX.

atmf topology-gui enable
no atmf topology-gui enable

Disabled by default on AMF Master and member nodes. Enabled by default on
Controllers.

Global Configuration mode

To use Vista Manager EX, you must also enable the HTTP service on all AMF nodes,
including all AMF masters and controllers. The HTTP service is enabled by default
on AlliedWare Plus switches and disabled by default on AR-Series firewalls. To
enable it, use the commands:

Nodel# configure terminal
Nodel (config)# service http

On one master in each AMF area in your network, you also need to configure the
master to send event notifications to Vista Manager EX. To do this, use the
commands:

Nodel# configure terminal

Nodel (config)# log event-host <ip-address> atmf-topology-event

To enable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# atmf topology-gui enable

To disable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# no atmf topology-gui enable

atmf enable
log event-host

service http
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP LOG WEBAPI-REQUESTS

http log webapi-requests

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes
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Use this command to log authenticated web API requests. These logs allow you to
monitor and debug Vista Manager EX or Device GUI interactions with your device.

See the Logging Feature Overview and Configuration Guide for more information
about the different types of logging and how to filter log messages.

Use the no variant of this command to disable authenticated web APl request
logging.

http log webapi-requests {configurationlall}

no http log webapi-requests

Parameter Description

configuration Log PUT, POST, and DELETE requests.

all Log PUT, POST, DELETE, and GET requests.

Web API request logging is disabled.
Global Configuration

To enable logging of all authenticated web API requests, use the following
commands:

awplus# configure terminal

awplus (config)# http log webapi-requests all

To disable logging of authenticated web API requests, use the following
commands:

awplus# configure terminal

awplus (config)# no http log webapi-requests

http port
service http

show log

Version 5.4.8-1.1: command added
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP PORT

http port

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to change the HTTP port used to access the web-based device
GUI, or to disable HTTP management.

Use the no variant of this command to return to using the default port, which is 80.

http port {<1-65535>|none}

no http port

Parameter Description

<1-65535> The HTTP port number

none Disable HTTP management. You may want to do this if you need
to use port 80 for a different service or you do not need to use
HTTP at all.

The default port for accessing the GUI is port 80.
Global Configuration

Do not configure the HTTP port to be the same as the HTTPS port.
Note that the device will redirect from HTTP to HTTPS unless you have disabled
HTTPS access, which we do not recommend doing.

To set the port to 8080, use the commands:

awplus# configure terminal

awplus (config)# http port 8080

To return to using the default port of 80, use the commands:
awplus# configure terminal

awplus (config)# no http port

To stop users from accessing the GUI via HTTP, use the commands:
awplus# configure terminal

awplus (config)# http port none

http secure-port
service http

show http

Version 5.4.7-2.4: command added on AR-Series devices

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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DeviCE GUI AND VISTA MANAGER EX COMMANDS
HTTP SECURE-PORT

http secure-port

Overview Use thiscommand to change the HTTPS port used to access the web-based device
GUI, or to disable HTTPS management.

Use the no variant of this command to return to using the default port, which is
443,

Syntax http secure-port {<1-65535>|none}

no http secure-port

Parameter Description

<1-65535> The HTTPS port number
none Disable HTTPS management. Do not do this if you want to use
Vista Manager EX or the GUI.

Default The default port for accessing the GUI is port 443.
Mode Global Configuration

Usage notes Do not configure the HTTPS port to be the same as the HTTP port.
Note that if you are using Vista Manager EX and need to change the HTTPS port,

you must use certificate-based authorization in Vista Manager EX. See the Vista
Manager EX Installation Guide for instructions.
Example To setthe port to 8443, use the commands:
awplus# configure terminal
awplus (config)# http secure-port 8443
To return to using the default port of 443, use the commands:
awplus# configure terminal
awplus (config)# no http secure-port
To stop users from accessing the GUI via HTTPS, use the commands:
awplus# configure terminal
awplus (config)# http secure-port none
Related http port
commands

service http

show http

Command Version 5.4.7-1.1: command added on AR-Series devices

changes .
9 Version 5.4.7-2.4: none parameter added
Version 5.4.8-0.2: command added on AlliedWare Plus switches
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

LOG EVENT-HOST

log event-host

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to set up an external host to log AMF topology events through
Vista Manager. This command is run on the Master device.

Use the no variant of this command to disable log events through Vista Manager.

log event-host [<ipv4-addr>|<ipvé-addr>] atmf-topology-event

no log event-host [<ipv4-addr>|<ipvé-addr>] atmf-topology-event

Parameter Description

<ipv4-addr> ipv4 address of the event host

<ipvé-addr> ipv6 address of the event host

Log events are disabled by default.
Global Configuration

Event hosts are set so syslog sends the messages out as they come.

Note that there is a difference between log event and log host messages:

. Log event messages are sent out as they come by syslog

. Log host messages are set to wait for a number of messages (20) to send
them out together for traffic optimization.

To enable Node 1 to log event messages from host IP address 192.0.2.31, use the

following commands:

Nodel# configure terminal

Nodel (config) # log event-host 192.0.2.31 atmf-topology-event

To disable Node 1 to log event messages from host IP address 192.0.2.31, use the
following commands:

Nodel# configure terminal

Nodel (config)# no log event-host 192.0.2.31 atmf-topology-event

atmf topology-gui enable
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

SERVICE HTTP

service http

Overview

Syntax

Default

Mode

Example

Related
commands
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Use this command to enable the HTTP (Hypertext Transfer Protocol) service.
This service is required to support Vista Manager EX™ and the Device GUI.

Use the no variant of this command to disable the HTTP feature.

service http

no service http

Enabled if your device came from the factory with the Device GUI pre-installed.

Otherwise disabled.
Global Configuration

To enable the HTTP service, use the following commands:
awplus# configure terminal

awplus (config)# service http

To disable the HTTP service, use the following commands:
awplus# configure terminal

awplus (config)# no service http

http port
http secure-port

show http
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

SHOW HTTP

show http

Overview
Syntax
Mode

Example

Output

This command shows the HTTP server settings.
show http
User Exec and Privileged Exec

To show the HTTP server settings, use the command:

awplus# show http

Figure 2-1:  Example output from the show http command

Related
commands

clear line vty

service http

C613-50505-01 Rev A
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UPDATE WEBGUI NOW

update webgui now

Overview

Syntax
Mode

Usage notes

Examples

Related
commands

Command
changes
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Use this command to check whether you have the latest version of the device's GUI
and update it if a newer version is available.

update webgui now
Privileged Exec
If you have previously used the copy command to copy GUI files onto your device,

these files need to be deleted before running update webgui now. To delete all
GUI files, use the command:

awplus# del *gui *.tar.gz

To check for GUI updates, use the following command:

awplus# update webgui now

show resource

Version 5.4.9-2.1: command added to SBx908 GEN2
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File and
Configuration
Management

Commands

Introduction

Overview This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder ‘filename’ to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/] [<directory>/]<filename> To specify afile in the configs directory
flash memory in flash:

flash:configs/example.cfg

Copyingtoorfrom wusb:[/] [<directory>/]<filename> To specify a file in the top-level
a USB storage directory of the USB stick:
device usb:example.cfg
Copying with http:// [ [<username>:<password>]@] To specify afile in the configs directory
HTTP {<hostname>|<host-ip>}[/<filepath on theserver:
>]/<filename> http://www.company.com/configs/exa
mple.cfg

Copying withTFTP  tftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP scp://<username>@<location>[/<dir To specify afile in the configs directory
ectory>] [/<filename>] on the server, logging on as user ‘bob’:

eg.
scp://bob@10.10.0.12/configs/example

.cfg

Copying with SFTP  sftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
sftp://10.0.0.5/example.cfg
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

Valid characters

Syntax for
directory listings

Command List
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The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:a to z
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.
A leading slash (/) indicates the root of the current file system location.

In commands where you need to specify the local file system’s flash base directory,
you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/

Similarly, you can specify the USB storage device base directory with usb or usb:
or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

. “autoboot enable” on page 77
. “boot config-file” on page 78
. “boot config-file backup” on page 80

. “boot system” on page 81
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
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“boot system backup” on page 82
“cd” on page 83

“copy (filename)” on page 84

“copy debug” on page 86

“copy running-config” on page 87
“copy startup-config” on page 88
“copy zmodem” on page 89

“create autoboot” on page 90
“delete” on page 91

“delete debug” on page 92

“dir" on page 93

“edit” on page 95

“edit (filename)” on page 96

“erase factory-default” on page 97
“erase startup-config” on page 98
“ip tftp source-interface” on page 99
“ipv6 tftp source-interface” on page 100
“mkdir” on page 101

“move” on page 102

“move debug” on page 103

“pwd” on page 104

“rmdir” on page 105

“show autoboot” on page 106
“show boot” on page 107

“show file” on page 109

“show file systems” on page 110
“show running-config” on page 112
“show running-config interface” on page 115
“show startup-config” on page 118
“show version” on page 119
“unmount” on page 120

“write file” on page 121

“write memory” on page 122

Ill

“write terminal” on page 123
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

AUTOBOOT ENABLE

autoboot enable

Overview

Syntax

Default

Mode

Example

Related
commands
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This command enables the device to restore a release file and/or a configuration
file from a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot.txt on the external media. If this file exists, the device will check the key
and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of a valid autoboot.txt file
is shown in the following figure.

Figure 3-1:  Example autoboot.txt file

[AlliedWare Plus]

Copy from external media enabled=yes
Boot Release=AR1050V-5.5.1-1.1.rel
Boot Config=networkl.cfg

Use the no variant of this command to disable the Autoboot feature.

autoboot enable

no autoboot enable

The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Global Configuration

To enable the Autoboot feature, use the command:
awplus# configure terminal

awplus (config)# autoboot enable

create autoboot

show autoboot

show boot
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BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage notes

Examples
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-filename>

no boot config-file

Parameter Description

<filepath-filename> Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in flash, the following error message is displayed:

)

% Backup configuration files must be stored in the flash
filesystem

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on the device’s flash filesystem, use the commands:
awplus# configure terminal

awplus (config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on the device's flash filesystem, use the commands:

awplus# configure terminal
awplus (config)# no boot config-file flash:/branch.cfg

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# boot config-file usb:/branch.cfg
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BOOT CONFIG-FILE

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file usb:/branch.cfg

Related boot config-file backup

commands
boot system
boot system backup
show boot
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BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage notes

Examples

Related
commands

C613-50505-01 Rev A

Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <filepath-filename>

no boot config-file backup

Parameter Description

<filepath-filename> Filepath and name of a backup configuration file.
Backup configuration files must be in the flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explRSanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup.cfg as the backup to the main configuration
file, use the commands:

awplus# configure terminal

awplus (config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup.cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT SYSTEM

boot system

Overview

Syntax

Mode

Usage notes

Examples

Related
commands

C613-50505-01 Rev A

Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to stop specifying a primary release file to boot
from. If the device boots up with no release file set, it will use autoboot or the
backup release file if either of those are configured, or you can use the boot menu
to select a release file source. To access the boot menu, type Ctrl-B at bootup.

boot system <filepath-filename>

no boot system

Parameter Description

<filepath-filename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a . rel extension.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in flash. If you attempt to set the release file
on a USB storage device and a backup release file is not specified in flash, the
following error message is displayed:

[)

% A backup boot image must be set before setting a current boot

image on USB storage device

To boot up with the release file AR1050V-5.5.1-1.1.rel the next time the device
boots up, when the release file is stored on the device’s flash filesystem, use the
commands:

awplus# configure terminal

awplus (config)# boot system flash:/AR1050V-5.5.1-1.1.rel

To run the release file AR1050V-5.5.1-1.1.rel the next time the device boots up,
when the release file is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# boot system usb:/AR1050V-5.5.1-1.1.rel

boot config-file
boot config-file backup
boot system backup

show boot
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BOOT SYSTEM BACKUP

boot system backup

Overview

Syntax

Mode

Examples

Related
commands
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Use this command to set a backup release file to load if the main release file cannot
be loaded.

Use the no variant of this command to stop specifying a backup release file.

boot system backup <filepath-filename>

no boot system backup

Parameter Description

<filepath-filename> Filepath and name of a backup release file.
Backup release files must be in the Flash filesystem.
Valid release files must have a . rel extension.

backup The specified file is a backup release file.

Global Configuration

To specify the file AR1050V-5.5.1-0.1.rel as the backup to the main release file, use
the commands:

awplus# configure terminal

awplus (config)# boot system backup flash:/AR1050V-5.5.1-0.1.rel
To stop specifying a backup to the main release file, use the commands:

awplus# configure terminal

awplus (config)# no boot system backup

boot config-file
boot config-file backup
boot system

show boot
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cD

cd

Overview

Syntax

Mode

Example

Related
commands
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This command changes the current working directory.

cd <directory-name>

Parameter Description

<directory-name> Name and path of the directory.

Privileged Exec

To change to the directory called images, use the command:
awplus# cd images

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples

C613-50505-01 Rev A

This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. copy files stored on Flash memory to or from a different memory type, such

as a USB storage device

. create two copies of the same file on your device

copy [force] <source-name> <destination-name>

Parameter Description

force This parameter forces the copy command to overwrite the
destination file, if it already exists, without prompting the
user for confirmation.

<source-name> The filename and path of the source file. See Introduction
on page 74 for valid syntax.

<destination-name> The filename and path for the destination file. See
Introduction on page 74 for valid syntax.

Privileged Exec

To use TFTP to copy the file “bob.key” into the current directory from the remote
server at 10.0.0.1, use the command:

awplus# copy tftp://10.0.0.1/bob.key bob.key

To use SFTP to copy the file “new.cfg” into the current directory from a remote
server at 10.0.1.2, use the command:

awplus# copy sftp://10.0.1.2/new.cfg bob.key

To use SCP with the username “beth” to copy the file old.cfg into the directory
config_files on a remote server that is listening on TCP port 2000, use the
command:

awplus# copy scp://beth@serv:2000/config files/old.cfg old.cfg

To copy the file “newconfig.cfg” onto your device’s Flash from a USB storage
device, use the command:

awplus# copy usb:/newconfig.cfg flash:/newconfig.cfg

To copy the file “newconfig.cfg” to a USB storage device from your device’s Flash,
use the command:

awplus# copy flash:/newconfig.cfg usb:/newconfig.cfg
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COPY (FILENAME)

Related
commands
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To copy the file “config.cfg” into the current directory from a USB storage device,
and rename it to “configtest.cfg”, use the command:

awplusf# copy usb:/config.cfg configtest.cfg

To copy thefile “config.cfg” into the current directory from a remote file server, and
rename it to “configtest.cfg”, use the command:

awplus# copy fserver:/config.cfg configtest.cfg

On an AMF network, to copy the device GUI file from the AMF master to the Flash
memory of ‘node_1’, use the command:

master# copy awplus—-gui 549 13.gui node 1l.atmf/flash:

copy zmodem

copy buffered-log
copy permanent-log
edit (filename)

show file systems

Command Reference for AR1050V 85
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
commands
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This command copies a specified debug file to a destination file.

copy debug {<destination-name>|debug|flash|nvs|scpl|tftplusb}
{<source-name>|debug|flash|nvs|scpl|tftplusb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output saved. See Introduction on page 74 for valid syntax.

<source-name> The filename and path where the debug output originates.
See the Introduction to this chapter for valid syntax.

Privileged Exec

To copy debug output to a file on flash called “my-debug”, use the following
command:

awplus# copy debug flash:my-debug

To copy debug output to a USB storage device with a filename “my-debug”, use
the following command:

awplus# copy debug usb:my-debug

Figure 3-2:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
commands

C613-50505-01 Rev A

This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-name> running-config
copy running-config [<destination-name>]

copy running-config startup-config

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 74 for
valid syntax.

<destination-name> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 74 for valid syntax. If you do not
specify a file name, the device saves the running-config to
afile called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the running-config into the startup-config, use the command:
awplus# copy running-config startup-config

To copy the file ‘layer3.cfg’ into the running-config, use the command:
awplus# copy layer3.cfg running-config

To use SCP to copy the running-config as ‘current.cfg’ to the remote server
listening on TCP port 2000, use the command:

awplus# copy running-config
scp://user@server:2000/config files/current.cfg

copy startup-config
write file

write memory
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COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file.

copy <source-name> startup-config

copy sStartup-config <destination-name>

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
74 for valid syntax.

<destination-name> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 74 for valid syntax.

Privileged Exec

To copy the file ‘Layer3.cfg’ to the startup-config, use the command:
awplus# copy Layer3.cfg startup-config

To copy the startup-config as the file ‘oldconfig.cfg’ in the current directory, use
the command:

awplus# copy startup-config oldconfig.cfg

copy running-config
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COPY ZMODEM

copy zmodem

Overview This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

Syntax copy <source-name> zmodem

copy zmodem

Parameter Description

<source-name> The filename and path of the source file. See Introduction on
page 74 for valid syntax.

Mode Privileged Exec

Example To copy the local file ‘asuka.key’ using ZMODEM, use the command:
awplus# copy asuka.key zmodem

Related copy (filename)

commands .
show file systems
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CREATE AUTOBOOT

create autoboot

Overview

Syntax
Mode

Example

Related
commands
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Use this command to create an autoboot.txt file on an external storage device. This
command will automatically ensure that the keys and values that are expected in
this file are correct. After the file is created the create autoboot command will
copy the current release and configuration files across to the external storage
device. The external storage device is then available to restore a release file and/or
a configuration file to the device.

create autoboot usb
Privileged Exec

To create an autoboot.txt file on a USB storage device, use the command:

awplus# create autoboot usb

autoboot enable
show autoboot

show boot
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DELETE

delete

Overview

Syntax

Mode

Examples

Related
commands
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This command deletes files or directories.

delete [force] [recursive] <filename>

Parameter Description

force Ignore nonexistent filenames and never prompt before deletion.

recursive  Remove the contents of directories recursively.

<filename> The filename and path of the file to delete. See Introduction on page
74 for valid syntax.

Privileged Exec

To delete the file temp . cfg from the current directory, use the command:
awplus# delete temp.cfg

To delete the read-only file one . c£g from the current directory, use the
command:

awplus# delete force one.cfg
To delete the directory o1d_configs, which is not empty, use the command:
awplus# delete recursive old configs

To delete the directory new _configs, which is not empty, without prompting if
any read-only files are being deleted, use the command:

awplus# delete force recursive new_configs

erase startup-config

rmdir
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DELETE DEBUG

delete debug

Overview

Syntax

Mode

Example

Output

Related
commands
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Use this command to delete a specified debug output file.

delete debug <source-name>

Parameter Description

<source-name> The filename and path where the debug output originates.
See Introduction on page 74 for valid URL syntax.

Privileged Exec

To delete debug output, use the following command:

awplus# delete debug

Figure 3-3:  CLI prompt after entering the delete debug command

| Enter source file name []:

copy debug

move debug
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DIR

dir
Overview

Syntax

Mode

Examples
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This command lists the files on a filesystem. If you don't specify a directory or file,
then this command lists the files in the current directory.

dir [all] [recursive] [sort [reverse] [namel|size|time]]
[<filename>|debug|flash|nvs|usb]

Parameter Description

all List all files.

recursive List the contents of directories recursively.

sort Sort directory listing.

reverse Sort using reverse order.

name Sort by name.

size Sort by size.

time Sort by modification time (default).

<filename> The name of the directory or file. If you don't specify a

directory or file, then this command lists the files in the
current directory.

debug Debug root directory

flash Flash memory root directory

nvs NVS memory root directory

usb USB storage device root directory

Privileged Exec

To list the files in the current working directory, use the command:

awplus# dir

To list the non-hidden files in the root of the Flash filesystem, use the command:
awplus# dir flash

To list all the files in the root of the Flash filesystem, use the command:

awplus# dir all flash:

To list recursively the files in the Flash filesystem, use the command:

awplus# dir recursive flash:

To list the files in alphabetical order, use the command:

awplus# dir sort name
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DIR

To list the files by size, smallest to largest, use the command:
awplus# dir sort reverse size
To sort the files by modification time, oldest to newest, use the command:
awplus# dir sort reverse time

Output Figure 3-4:  Example output from the dir command

awplus#dir
630 -rw- May 19 2016 23:36:31 example.cfg
23652123 -rw- May 17 2016 03:41:18
149 -rw- Feb 9 2016 00:40:35 exception.log
Related cd
commands

pwd

C613-50505-01 Rev A
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EDIT

edit

Overview

Syntax

Mode

Examples

Related
commands
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This command opens a text file in the AlliedWare Plus™ text editor. Once opened
you can use the editor to alter to the file.

If a filename is specified and it already exists, then the editor opens it in the text
editor.

If no filename is specified, the editor prompts you for one when you exit it.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

For more information about using the editor, including control sequences, see the
File Management Feature Overview and Configuration Guide.

edit [<filename>]

Parameter Description

<filename> Name of a file in the local Flash filesystem.

Privileged Exec

To create and edit a new text file, use the command:
awplus# edit

To edit the existing configuration file myconfig. cfg stored on your device’s
Flash memory, use the command:

awplus# edit myconfig.cfg

edit (filename)

show file
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EDIT (FILENAME)

edit (filename)

Overview This command opens a remote text file as read-only in the AlliedWare Plus™ text
editor.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

Syntax edit <filename>

Parameter Description

<filename> The filename and path of the remote file. See Introduction on
page 74 for valid syntax.

Mode Privileged Exec
Example To view the file bob. key stored in the security directory of a TFTP server, use the
command:
awplusf# edit tftp://security/bob.key
Related copy (filename)
commands .
edit

show file
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ERASE FACTORY-DEFAULT

erase factory-default

Overview

Syntax
Mode
Usage notes

Example

Related
commands
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This command erases all data from NVS and all data from flash except the
following:

. the boot release file (a .rel file) and its release setting file
. all license files
. the latest GUI release file

The device is then rebooted and returned to its factory default condition. The
device can then be used for AMF automatic node recovery.

erase factory-default
Privileged Exec
This command is an alias to the atmf cleanup command.

To erase data, use the command:
Node 1# erase factory-default

This command will erase all NVS, all flash contents except for
the boot release, a GUI resource file, and any license files,
and then reboot the switch. Continue? (y/n):y

atmf cleanup
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ERASE STARTUP-CONFIG

erase startup-config

Overview

Syntax
Mode

Example

Related
commands
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This command deletes the file that is set as the startup-config file, which is the
configuration file that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If
default.cfg no longer exists, then the device loads with the factory default
configuration. This provides a mechanism for you to return the device to the
factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awplus# erase startup-config

boot config-file backup
copy running-config
copy startup-config

show boot
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IP TFTP SOURCE-INTERFACE

ip tftp source-interface

Overview

Syntax

Default
Mode

Usage

Example

Related
commands
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Use this command to manually specify the IP address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

ip tftp source-interface [<interface>|<ip-add>]

no ip tftp source-interface

Parameter Description

<interface> The interface that TFTP requests originate from. The device will
use the IP address of this interface as its source IP address.
You can specify any interface that can have an IP address attached
to it (e.g. a VLAN, PPP or Eth interface).

<ip-add> The IP address that TFTP requests originate from, in dotted
decimal format

There is no default source specified.
Global Configuration

This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

To specify that TFTP requests originate from the IP address 192.0.2.1, use the
following commands:
awplus# configure terminal

awplus (config)# ip tftp source-interface 192.0.2.1

copy (filename)
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IPV6 TFTP SOURCE-INTERFACE

ipv6 tftp source-interface

Overview Use this command to manually specify the IPv6 address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

Syntax ipv6e tftp source-interface [<interface>|<ipvé6-add>]

no ipvé tftp source-interface

Parameter Description

<interface> The interface that TFTP requests originate from. The device will
use the IPv6 address of this interface as its source IPv6 address.
You can specify any interface that can have an IPv6 address
attached to it (e.g. a VLAN, PPP or Eth interface).
s

<ipvé-add> The IPv6 address that TFTP requests originate from, in the format
x:x:x:x, for example, 2001:db8::8a2e:7334.

Default There is no default source specified.
Mode Global Configuration

Usage This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

Example To specify that TFTP requests originate from the IPv6 address 2001:db8::8a2e:7334,
use the following commands:
awplus# configure terminal
awplus (config)# ipv6 tftp source-interface 2001:db8::8a2e:7334

Related copy (filename)
commands
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MKDIR

mkdir

Overview

Syntax

Mode

Usage

Example

Related
commands
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This command makes a new directory.

mkdir <name>

Parameter Description

<name> The name and path of the directory that you are creating.

Privileged Exec

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

To make a new directory called images in the current directory, use the
command:

awplus# mkdir images
cd

dir

pwd
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MOVE

move

Overview

Syntax

Mode

Examples

Related
commands
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This command renames or moves a file.

move <source-name> <destination-name>

Parameter Description

<source-name> The filename and path of the source file. See Introduction
on page 74 for valid syntax.

<destination-name> The filename and path of the destination file. See
Introduction on page 74 for valid syntax.

Privileged Exec

To rename thefile temp.cfgto startup.cfg, use the command:
awplus# move temp.cfg startup.cfg

To move the file temp . cfg from the root of the Flash filesystem to the directory
myconfigs, use the command:

awplus# move temp.cfg myconfigs/temp.cfg

delete
edit
show file

show file systems
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MOVE DEBUG

move debug

Overview This command moves a specified debug file to a destination debug file.

Syntax move debug {<destination-name>|debug|nvs|flash|usb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output moved to. See Introduction on page 74 for valid
syntax.

Mode Privileged Exec
Example To move debug output into Flash memory with a filename “my-debug”, use the
following command:
awplus# move debug flash:my-debug

To move debug output onto a USB storage device with a filename “my-debug”, use
the following command:

awplus# move debug usb:my-debug

Output Figure 3-5:  CLI prompt after entering the move debug command

| Enter source file name []:

Related copy debug

commands delete debug
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PWD

pwd

Overview
Syntax
Mode

Example

Related
commands
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This command prints the current working directory.

pwd

Privileged Exec

To print the current working directory, use the command:

awplus# pwd

cd
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RMDIR

rmdir

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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This command removes a directory. This command only works on empty
directories, unless you specify the optional force keyword.

rmdir [force] <name>

Parameter Description

force Optional keyword that allows you to delete directories that
are not empty and contain files or subdirectories.

<name> The name and path of the directory.

Privileged Exec

You can use the CLI to access filesystems on a specific external memory device. See
the Introduction on page 74 for syntax details.

To remove the directory “images” from the top level of the Flash filesystem, use the
command:

awplus# rmdir flash:/images

To create a directory called “level1” containing a subdirectory called “level2”, and
then force the removal of both directories, use the commands:

awplus# mkdir levell
awplus# mkdir levell/level?2

awplus# rmdir force levell

cd

dir
mkdir
pwd
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW AUTOBOOT

show autoboot

Overview This command displays the Autoboot configuration and status.
Syntax show autoboot
Mode Privileged Exec

Example To show the Autoboot configuration and status, use the command:

show autoboot

Output Figure 3-6:  Example output from the show autoboot command

awplus#show autoboot
Autoboot configuration

Autoboot status : enabled
USB file autoboot.txt exists : yes

Restore information on USB

Autoboot enable in autoboot.txt : yes
Restore release file : AR1050V-5.5.1-1.1.rel (file exists)
Restore configuration file : network l.cfg (file exists)

Figure 3-7:  Example output from the show autoboot command when an
external media source is not present

awplus#show autoboot

Autoboot configuration

Autoboot status : enabled
External media source : USB not found.

Related autoboot enable

commands
create autoboot

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW BOOT

show boot

Overview

Syntax
Mode

Example

Output

C613-50505-01 Rev A

This command displays the current boot configuration.

We recommend that the currently running release is set as the current boot image.

show boot

Privileged Exec

To show the current boot configuration, use the command:

awplus# show boot

Figure 3-8:

Example output from show boot

awplus#show boot
Boot configuration

software
boot
boot
boot
boot
Backup boot config:
Autoboot status

Current
Current image
Backup
Default

Current

image
config:
config:

: AR1050V-5.5.1-1.1.rel

flash:/AR1050V-5.5.1-1.1.rel
flash:/AR1050V-5.5.1-0.1.rel
flash:/default.cfg
flash:/my.cfg
flash:/backup.cfg
enabled

(file exists)
(file not found)

Table 3-1: Parameters in the output from show boot

Parameter Description

Current software

The current software release that the device is using.

Current boot image

The boot image currently configured for use during the
next boot cycle.

Backup boot image

The boot image to use during the next boot cycle if the
device cannot load the main image.

Default boot
config

The default startup configuration file. The device loads
this configuration script if no file is set as the startup-
config file.

Current boot
config

The configuration file currently configured as the
startup-config file. The device loads this configuration file
during the next boot cycle if this file exists.

Backup boot config

The configuration file to use during the next boot cycle if
the main configuration file cannot be loaded.

Autoboot status

The status of the Autoboot feature; either enabled or
disabled.
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW BOOT
Related autoboot enable
commands —
boot config-file backup
boot system backup
show autoboot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW FILE

show file

Overview

Syntax

This command displays the contents of a specified file.

show file <filename>

Parameter Description

Mode

Example

Related
commands

C613-50505-01 Rev A

<filename> Name of a file on the local Flash filesystem, or name and
directory path of a file.

Privileged Exec

To display the contents of the file c1dconfig. cfg, whichis in the current
directory, use the command:

awplus# show file oldconfig.cfg
edit
edit (filename)

show file systems
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW FILE SYSTEMS

show file systems

Overview This command lists the file systems and their utilization information where

appropriate.

Syntax show file systems

Mode Privileged Exec

Examples To display the file systems, use the command:

awplus# show file systems

Output Figure 3-9:

Example output from the show file systems command

AR1050V#show file systems

106.4M 35.6M flash
- - system
10.0M 9.9M debug
- = usbstick
= = fserver
= = tftp
= = scp
= = sftp
= = http
= = rsync

Size (b) Free(b) Type Flags

rw
rw

rw
rw
rw
rw
ro
ro
rw

Prefixes S/D/V Lcl/Ntwk Avail

flash: static local Y
system: virtual local =
debug: static local Y
usb: dynamic local N
fserver: dynamic network N
tftp: = network =
scp: = network =
sftp: = network =
http: = network =
rsync: = network =

Table 4: Parameters in the output of the show file systems command

Parameter Description

The total memory available to this file system. The units are given
after the value and are M for Megabytes or k for kilobytes.

The total memory free within this file system. The units are given
after the value and are M for Megabytes or K for kilobytes.

The memory type used for this file system, such as:
flash

system

usbstick

tftp

scp

sftp

http.

Size (b)
Free (b)
Type
Flags

C613-50505-01 Rev A

The file setting options: rw (read write), ro (read only).
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW FILE SYSTEMS

Related
commands

Table 4: Parameters in the output of the show file systems command (cont.)

Parameter Description

Prefixes

The prefixes used when entering commands to access the file
systems, such as:

flash

system

usb

tftp

scp

sftp

http.

S/D/V

The memory type: Static, Dynamic, Virtual.

Lcl / Ntwk

Whether the memory is located locally or via a network
connection.

Avail

Whether the memory is accessible: Y (yes), N (no), - (not applicable)

edit
edit (filename)

show file

C613-50505-01 Rev A
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG

show running-config

This command displays the current configuration of your device. Its output

includes all non-default configuration. The default settings are not displayed.

NOTE: You can control the output by entering | or > at the end of the command:

. To display only lines that contain a particular word, enter:

. To start the display at the first line that contains a particular word, enter:

. To save the output to a file, enter:

Overview
| include <word>
| begin <word>
> <filename>
Syntax show running-

config [full|<feature>]

Parameter Description

full

Display the running-config for all features. This is the default setting, so
it is the same as entering show running-config.

<feature>

Display only the configuration for a single feature. The features
available depend on your device and will be some of the following list:

access-list ACL configuration

antivirus Antivirus configuration
application Application configuration
as-path Autonomous system path filter

configuration

as-path access-list

Configuration of ACLs for AS path filtering

atmf Allied Telesis Management Framework
configuration
bgp Border Gateway Protocol (BGP)

configuration

community-list

Community-list configuration

C613-50505-01 Rev A

crypto Security-specific configuration

dhcp DHCP configuration

dpi Deep Packet Inspection configuration
entity Entity configuration

firewall Firewall configuration

interface Interface configuration. See show
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG

Parameter Description

ip Internet Protocol (IP) configuration
ip pim dense-mode PIM-DM configuration

ip pim sparse-mode PIM-SM configuration

ip route IP static route configuration
ip-reputation IP Reputation configuration

ips IPS configuration

ipsec Internet Protocol Security (IPsec)

configuration

ipv6 Internet Protocol version 6 (IPv6)
configuration

ipv6 access-list IPv6 ACL configuration

ipv6 mroute IPv6 multicast route configuration
ipv6 prefix-list IPv6 prefix list configuration

ipv6 route IPv6 static route configuration
isakmp Internet Security Association Key

Management Protocol (ISAKMP)
configuration

key chain Authentication key management
configuration

[2tp-profile L2TP tunnel profile configuration
lldp LLDP configuration
log Logging utility configuration
malware-protection Malware protection configuration
nat Network Address Translation configuration
power-inline Power over Ethernet (PoE) configuration
policy-based-routing Policy-based routing (PBR) configuration
pppoe-ac PPPoE access concentrator configuration
prefix-list Prefix-list configuration
route-map Route-map configuration
router Router configuration
router-id Configuration of the router identifier for
this system

security-password Strong password security configuration
snmp SNMP configuration
ssh Secure Shell configuration
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG

Parameter Description
switch Switch configuration
web-control Web Control configuration

Mode Privileged Exec and Global Configuration

Example To display the current configuration of your device, use the command:

awplus# show running-config

Output Figure 3-10: Example output from show running-config

awplus#show running-config
!

service password-encryption
1

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$SIwOJGPr7YqoExAOGVasdEQ
!

service ssh

!

no service telnet

!

service http

|l

no clock timezone

line con O

line vty 0 4
1

end
Related copy running-config
commands . -
show running-config interface
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG INTERFACE

show running-config interface

Overview This command displays the current configuration of one or more interfaces on the

Syntax

C613-50505-01 Rev A

device.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

show running-config
show running-config
show running-config
show running-config

show running-config

interface

interface <interface-1ist>

interface <interface-1list> <feature>
interface <interface-list> ip <feature>

interface <interface-list> ipv6 <feature>

Parameter Description

<interface-1list>

The interfaces or ports to display information about. An
interface-list can be:

- aPPP interface (e.g. ppp0)
« an Eth interface (e.g. eth1)

« an 802.1Q Ethernet sub-interface (e.g.eth1.10, where ‘10’
is the VLAN ID specified by the encapsulation dot1q
command)

« aVLAN (e.g.vlan2)

+ abridge interface (e.g. br0)

+ atunnel interface (e.g. tunnel0)

« a 3G cellular interface (e.g. cellularQ)
« a WWAN interface (e.g wwan0)

- the loopback interface (lo)

+ acontinuous range of interfaces, separated by a hyphen
(e.9. ppp2-4)

« acomma-separated list (e.g. ppp0,ppp2-4). Do not mix
interface types in a list.

The specified interfaces must exist.

cfm Displays running configuration for CFM (Connectivity Fault
Management) for the specified interfaces.

dotlx Displays running configuration for 802.1X port
authentication for the specified interfaces.

lacp Displays running configuration for LACP (Link Aggregation
Control Protocol) for the specified interfaces.

ip igmp Displays running configuration for IGMP (Internet Group

Management Protocol) for the specified interfaces.

Command Reference for AR1050V 115
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG INTERFACE

Parameter Description

ip multicast Displays running configuration for general multicast
settings for the specified interfaces.

ip pim sparse-mode Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.

ip pim dense-mode Displays running configuration for PIM-DM (Protocol
Independent Multicasting - Dense Mode) for the specified
interfaces.

mstp Displays running configuration for MSTP (Multiple
Spanning Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest
Path First) for the specified interfaces.

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

ipv6 rip Displays running configuration for RIPng (RIP for IPv6) for
the specified interfaces.

ipv6 ospf Displays running configuration for IPv6 OSPF (Open
Shortest Path First) for the specified interfaces.

ipv6 pim Displays running configuration for PIM-SM (Protocol

sparse-mode Independent Multicast - Sparse Mode) for the specified
interfaces.

rstp Displays running configuration for RSTP (Rapid Spanning

Tree Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree
Protocol) for the specified interfaces.

Mode Privileged Exec and Global Configuration
Default Displays information for all protocols on all interfaces

Examples To display the current running configuration of your device for eth1, use the
command:

awplus# show running-config interface ethl

To display the current running configuration of a device for vlan1, use the
command:

awplus# show running-config interface wvlanl
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SHOW RUNNING-CONFIG INTERFACE

Output

Related
commands
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Figure 3-11:
command

Example output from a show running-config interface ppp0

awplus#show running-config interface pppO
!

interface pppO

ipv6 address 2001:db9::a3/64
ipv6 enable

snmp trap link-status
!

copy running-config

show running-config
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW STARTUP-CONFIG

show startup-config

Overview This command displays the contents of the start-up configuration file, which is the
file that the device runs on start-up.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show startup-config
Mode Privileged Exec

Example To display the contents of the current start-up configuration file, use the
command:

show startup-config

Output Figure 3-12:  Example output from the show startup-config command

awplus#show startup-config
!

service password-encryption
i

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$SIwWOJIGPr7YgoExXAOGVasdEQD
!

service ssh

!

no service telnet

!

service http

i

no clock timezone

line con O

line vty 0 4
i

end
Related boot config-file backup

commands . .
copy running-config
copy startup-config
erase startup-config
show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW VERSION

show version

Overview

Syntax
Mode

Example

Related
commands
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This command displays the version number and copyright details of the current
AlliedWare Plus™ OS your device is running.

show version

User Exec and Privileged Exec

To display the version details of your currently installed software, use the

command:

awplus# show version

boot system backup

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

UNMOUNT

unmount

Overview

Syntax

Mode

Example

Related
commands

Command
changes
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Use this command to unmount an external storage device. We recommend you
unmount storage devices before removing them, to avoid file corruption. This is
especially important if files may be automatically written to the storage device,
such as external log files or AMF backup files.

unmount usb

Parameter Description

usb Unmount the USB storage device.

Privileged Exec

To unmount a USB storage device and safely remove it from the device, use the
command:

awplus# unmount usb

clear log external
log external
show file systems
show log config

show log external

Version 5.4.7-1.1: command added
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

WRITE FILE

write file

Overview

Syntax
Mode

Example

Related
commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write memory and copy
running-config startup-config commands.

write [file]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awplus# write file

copy running-config
write memory

show running-config
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

WRITE MEMORY

write memory

Overview

Syntax
Mode

Example

Related
commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write file and copy
running-config startup-config commands.

write [memory]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awplus# write memory

copy running-config
write file

show running-config
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WRITE TERMINAL

write terminal

Overview This command displays the current configuration of the device. This command is a
synonym of the show running-config command.

Syntax write terminal
Mode Privileged Exec

Example To display the current configuration of your device, use the command:

awplus# write terminal

Related show running-config
commands
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User Access
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
user access.

. “aaa authentication enable default local” on page 126

. “aaa local authentication attempts lockout-time” on page 127

. “aaa local authentication attempts max-fail” on page 128

. “aaa login fail-delay” on page 129

. “clear aaa local user lockout” on page 130

. “clear line console” on page 131

. “clear line vty” on page 132

. “enable password” on page 133

. “enable secret (deprecated)” on page 136

. “exec-timeout” on page 137

. “flowcontrol hardware (asyn/console)” on page 139

. “length (asyn)” on page 141

. “line” on page 142

. “privilege level” on page 144

. “security-password history” on page 145

. “security-password forced-change” on page 146

. “security-password lifetime” on page 147

. “security-password min-lifetime-enforce” on page 148

. “security-password minimum-categories” on page 149

. “security-password minimum-length” on page 150
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“security-password reject-expired-pwd” on page 151
“security-password warning” on page 152

“service advanced-vty” on page 153

“service password-encryption” on page 154

“service telnet” on page 155

“show aaa local user locked” on page 156

“show privilege” on page 157

“show security-password configuration” on page 158
“show security-password user” on page 159

“show telnet” on page 160

“show users” on page 161

“telnet server” on page 162

“terminal length” on page 163

“terminal resize” on page 164

“username” on page 165

Command Reference for AR1050V
AlliedWare Plus™ Operating System - Version 5.5.1-1.x

125



USER ACCESS COMMANDS

AAA AUTHENTICATION ENABLE DEFAULT LOCAL

aaa authentication enable default local

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands
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This command enables local privilege level authentication.

Use the no variant of this command to disable local privilege level authentication.

aaa authentication enable default local

no aaa authentication enable default
Local privilege level authentication is enabled by default.
Global Configuration

The privilege level configured for a particular user in the local user database is the
privilege threshold above which the user is prompted for an enable (Privileged
Exec mode) command.

To enable local privilege level authentication, use the following commands:
awplus# configure terminal

awplus (config)+# aaa authentication enable default local

To disable local privilege level authentication, use the following commands:
awplus# configure terminal

awplus (config)# no aaa authentication enable default

enable (Privileged Exec mode)
enable password

enable secret (deprecated)
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USER ACCESS COMMANDS

AAA LOCAL AUTHENTICATION ATTEMPTS LOCKOUT-TIME

aaa local authentication attempts
lockout-time

Overview

Syntax

Mode
Default

Usage notes

Examples

Related
commands
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This command configures the duration of the user lockout period.

Use the no variant of this command to restore the duration of the user lockout
period to its default of 300 seconds (5 minutes).

aaa local authentication attempts lockout-time <lockout-time>

no aaa local authentication attempts lockout-time

Parameter Description

<lockout-time> <0-10000>. Time in seconds to lockout the user.

Global Configuration
The default for the lockout-time is 300 seconds (5 minutes).

While locked out all attempts to login with the locked account will fail. The lockout
can be manually cleared by another privileged account using the clear aaa local
user lockout command.

To configure the lockout period to 10 minutes (600 seconds), use the commands:

awplus# configure terminal

awplus (config)# aaa local authentication attempts lockout-time
600

To restore the default lockout period of 5 minutes (300 seconds), use the
commands:

awplus# configure terminal

awplus (config)# no aaa local authentication attempts
lockout-time

aaa local authentication attempts max-fail
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USER ACCESS COMMANDS

AAA LOCAL AUTHENTICATION ATTEMPTS MAX-FAIL

aaa local authentication attempts max-fail

Overview

Syntax

Mode

Default

Usage

Examples

Related
commands
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This command configures the maximum number of failed login attempts before a
user account is locked out. Every time a login attempt fails the failed login counter
is incremented.

Use the no variant of this command to restore the maximum number of failed
login attempts to the default setting (five failed login attempts).

aaa local authentication attempts max-fail <failed-logins>

no aaa local authentication attempts max-fail

Parameter Description

<failed-logins> <1-32>.Number of login failures allowed before locking out a
user.

Global Configuration

The default for the maximum number of failed login attempts is five failed login
attempts.

When the failed login counter reaches the limit configured by this command that
user account is locked out for a specified duration configured by the aaa local
authentication attempts lockout-time command.

When a successful login occurs the failed login counter is reset to 0. When a user
account is locked out all attempts to login using that user account will fail.

To configure the number of login failures that will lock out a user account to two
login attempts, use the commands:

awplus# configure terminal

awplus (config)# aaa local authentication attempts max-fail 2

To restore the number of login failures that will lock out a user account to the
default number of login attempts (five login attempts), use the commands:

awplus# configure terminal

awplus (config)# no aaa local authentication attempts max-fail

aaa local authentication attempts lockout-time

clear aaa local user lockout
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USER ACCESS COMMANDS
AAA LOGIN FAIL-DELAY

aaa login fail-delay

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to configure the minimum time period between failed login
attempts. This setting applies to login attempts via the console, SSH and Telnet.

Use the no variant of this command to reset the minimum time period to its default
value.

aaa login fail-delay <I1-10>

no aaa login fail-delay

Parameter Description
<1-10> The minimum number of seconds required between login
attempts
1 second

Global configuration

To apply a delay of at least 5 seconds between login attempts, use the following
commands:

awplus# configure terminal
awplus (config)# aaa login fail-delay 5
aaa local authentication attempts lockout-time

clear aaa local user lockout
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USER ACCESS COMMANDS
CLEAR AAA LOCAL USER LOCKOUT

clear aaa local user lockout

Overview Use this command to clear the lockout on a specific user account or all user
accounts.

Syntax clear aaa local user lockout {username <username>|all}

Parameter Description

username Clear lockout for the specified user.

<username>  Specifies the user account.

all Clear lockout for all user accounts.

Mode Privileged Exec

Examples To unlock the user account ‘bob’ use the following command:
awplus# clear aaa local user lockout username bob
To unlock all user accounts use the following command:
awplus# clear aaa local user lockout all

Related aaalocal authentication attempts lockout-time
commands
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USER ACCESS COMMANDS
CLEAR LINE CONSOLE

clear line console

Overview

Syntax

Mode

Example

Related
commands
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This command resets a console line. If a terminal session exists on the line then the
terminal session is terminated. If console line settings have changed then the new
settings are applied.

clear line console 0

Privileged Exec

To reset the console line (asyn), use the command:

awplus# clear line console O

[o)

clear line vty

% The new settings for console line 0 have been applied

flowcontrol hardware (asyn/console)

line

show users
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USER ACCESS COMMANDS
CLEAR LINE VTY

clear line vty

Overview

Syntax

Mode

Example

Related
commands
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This command resets a VTY line. If a session exists on the line then it is closed.

clear line vty <0-32>

Parameter Description

<0-32> Line number

Privileged Exec

To reset the first VTY line, use the command:

awplus# clear line vty 1

privilege level
line
show telnet

show users
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USER ACCESS COMMANDS
ENABLE PASSWORD

enable password

Overview

Syntax

Default
Mode

Usage notes
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Use this command to set a local password to control access to elevated privilege
levels.

Use the no version of the command to remove the password.

Note that the enable secret (deprecated) command is an outdated alias for the
enable password command.

enable password <password>

enable password level <I1-15> <password>]

enable password 8 <encrypted-password>

enable password 8 level <I-15> 8 <encrypted-password>

no enable password [level <I1-15>]

Parameter Description

<password>  Specifies the unencrypted password.

8 Specifies that an encrypted password will follow.

<encrypted- Specifies the encrypted password.

password>

level Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

Level 15

Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (in this example, mypasswd).

A user can have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.
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Entering The plaintext password is a clear text string that appears in the configuration file as
plaintext configured. For example:

passwords , ,
configure terminal

enable password mypasswd

end

This results in the following show output, with the password shown in plaintext:

awplus#show run
Current configuration:

hostname awplus
enable password mypasswd

Entering You can configure an encrypted password using the service password-encryption
encrypted command. First, use the enable passwordcommand to specify the string that you
passwords want to use as a password (in this example, mypasswd). Then, use the service

password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd; it will only show the encrypted string fU7zHzuutY2SA.

For example:
configure terminal
enable password mypasswd
service password-encryption

end

This results in the following show output:

awplus#show run
Current configuration:

hostname awplus
enable password 8 fU7zHzuutY2SA
service password-encryption

Entering You can configure an encrypted password using the <encrypted-password>
pre-encrypted parameter (8). Use this method if you already know the encrypted string
passwords corresponding to the plaintext string that you want to use as a password. You do
not have to use the service password-encryption command with this method. The
output in the configuration file will show only the encrypted string, and not the
text string. For example:

configure terminal
enable password 8 fU7zHzuutY2SA

end

This results in the following show output:
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Related enable (Privileged Exec mode)
commands enable secret (deprecated)
service password-encryption
privilege level
show privilege

username

show running-config
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ENABLE SECRET (DEPRECATED)

enable secret (deprecated)

Overview This command has been deprecated. It has been replaced by the enable password
command.
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EXEC-TIMEOUT

exec-timeout

Overview

Syntax

Default

Mode

Usage notes

Examples

Validation
Commands
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This command sets the interval your device waits for user input from either a
console or VTY connection. Once the timeout interval is reached, the connection is
dropped. This command sets the time limit when the console or VTY connection
automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the
default timeout (10 minutes).

exec—-timeout {<minutes>} [<seconds>]

no exec-timeout

Parameter Description

<minutes> <0-35791> Required integer timeout value in minutes

<seconds> <0-2147483> Optional integer timeout value in seconds

The default for the exec-timeout command is 10 minutes and 0 seconds
(exec-timeout 10 0).

Line Configuration

This command is used set the time the telnet session waits for an idle VTY session,
before it times out. An exec-timeout 0 0 setting will cause the telnet session to
wait indefinitely. The command exec-timeout 0 0 is useful while configuring a
device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If
no connections exist then the terminal returns to an idle state and disconnects
incoming sessions.

To set VTY connections to timeout after 2 minutes, 30 seconds if there is no
response from the user, use the following commands:

awplus# configure terminal
awplus (config)# line vty 0 32
awplus (config-line)# exec—-timeout 2 30

To reset the console connection to the default timeout of 10 minutes 0 seconds if
there is no response from the user, use the following commands:

awplus# configure terminal
awplus (config)# line console 0

awplus (config-1line)# no exec-timeout

show running-config
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EXEC-TIMEOUT

Related line

commands .
service telnet
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

flowcontrol hardware (asyn/console)

Overview

Syntax

Mode
Default

Usage notes
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Use this command to enable RTS/CTS (Ready To Send/Clear To Send) hardware
flow control on a terminal console line (asyn port) between the DTE (Data Terminal
Equipment) and the DCE (Data Communications Equipment).

flowcontrol hardware

no flowcontrol hardware
Line Configuration
Hardware flow control is disabled by default.

Hardware flow control makes use of the RTS and CTS control signals between the
DTE and DCE where the rate of transmitted data is faster than the rate of received
data. Flow control is a technique for ensuring that a transmitting entity does not
overwhelm a receiving entity with data. When the buffers on the receiving device
are full, a message is sent to the sending device to suspend the transmission until
the data in the buffers has been processed.

Hardware flow control can be configured on terminal console lines (e.g. asyn0). For
Reverse Telnet connections, hardware flow control must be configured to match

on both the Access Server and the Remote Device. For terminal console sessions,
hardware flow control must be configured to match on both the DTE and the DCE.
Settings are saved in the running configuration. Changes are applied after reboot,
clear line console, or after closing the session.

Use show running-config and show startup-config commands to view hardware
flow control settings that take effect after reboot for a terminal console line. See
the show running-config command output:

awplus#show running-config
l§
line con 1
speed 9600
mode out 2001
flowcontrol hardware

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session
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Examples To enable hardware flow control on terminal console line asyn0, use the
commands:

awplus# configure terminal
awplus (config)# line console O
awplus (config-line)# flowcontrol hardware

To disable hardware flow control on terminal console line asyn0, use the
commands:

awplus# configure terminal
awplus (config)# line console 0
awplus (config-line)# no flowcontrol hardware
Related clear line console
commands

show running-config

speed (asyn)
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length (asyn)

Overview

Syntax

Mode

Default

Usage notes

Examples

Related
commands
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Use this command to specify the number of rows of output that the device will
display before pausing, for the console or VTY line that you are configuring.

The no variant of this command restores the length of a line (terminal session)
attached to a console port or to a VTY to its default length of 22 rows.

length <0-512>

no length

Parameter Description

<0-512> Number of lines on screen. Specify 0 for no pausing.

Line Configuration

The length of a terminal session is 22 rows. The no length command restores the
default.

If the output from a command is longer than the length of the line the output will
be paused and the ‘~More-' prompt allows you to move to the next screen full of
data.

A length of 0 will turn off pausing and data will be displayed to the console as long
as there is data to display.

To set the terminal session length on the console to 10 rows, use the command:
awplus# configure terminal

awplus (config)# line console 0

awplus (config-1line)# length 10

Toreset the terminal session length on the console to the default (22 rows), use the
command:

awplus# configure terminal

awplus (config)# line console 0

awplus (config-1line)# no length

To display output to the console continuously, use the command:
awplus# configure terminal

awplus (config)# line console 0

awplus (config-line)# length 0

terminal resize

terminal length
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LINE

line

Overview

Syntax

Mode

Usage notes

Examples

C613-50505-01 Rev A

Use this command to enter line configuration mode for the specified VTYs or the
console. The command prompt changes to show that the device is in Line
Configuration mode.

line vty <first-line> [<last-line>]

line console 0

Parameter Description

<first-line> <0-32> Specify the first line number.

<last-line>  <0-32> Specify the last line number.

console The console terminal line(s) for local access.

vty Virtual terminal for remote console access.

Global Configuration

This command puts you into Line Configuration mode. Once in Line Configuration
mode, you can configure console and virtual terminal settings, including setting
speed (asyn), length (asyn), and privilege level.

To change the console (asyn) port speed, use this line command to enter Line
Configuration mode before using the speed (asyn)command. Set the console
speed (Baud rate) to match the transmission rate of the device connected to the
console (asyn) port on your device.

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session

To enter Line Configuration mode in order to configure all VTYs, use the
commands:

awplus# configure terminal
awplus (config)# line vty 0 32
awplus (config-1line) #

To enter Line Configuration mode to configure the console (asyn 0) port terminal
line, use the commands:

awplus# configure terminal
awplus (config)# line console 0

awplus (config-1line) #
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LINE
Related clear line console
commands .

clear line vty
flowcontrol hardware (asyn/console)
length (asyn)
privilege level
speed (asyn)
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PRIVILEGE LEVEL

privilege level

Overview This command sets a privilege level for VTY or console connections. The
configured privilege level from this command overrides a specific user’s initial
privilege level at the console login.

Syntax privilege level <I1-15>
Mode Line Configuration

Usage notes You cansetan intermediate CLI security level for a console user with this command
by applying privilege level 7 to access all show commands in Privileged Exec and
all User Exec commands. However, intermediate CLI security will not show
configuration commands in Privileged Exec.

Examples To set the console connection to have the maximum privilege level, use the
following commands:

awplus# configure terminal
awplus (config)# line console 0
awplus (config-line)# privilege level 15

To set all VTY connections to have the minimum privilege level, use the following
commands:

awplus# configure terminal
awplus (config)# line vty 0 5
awplus (config-line)# privilege level 1

To set all VTY connections to have an intermediate CLI security level, to access all
show commands, use the following commands:

awplus# configure terminal
awplus (config)# line vty 0 5

awplus (config-line)# privilege level 7

Related enable password

commands
line
show privilege
username
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SECURITY-PASSWORD HISTORY

security-password history

Overview

Syntax

Default
Mode

Examples

Related
commands
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This command specifies the number of previous passwords that are unable to be
reused. A new password is invalid if it matches a password retained in the
password history.

The no variant of the command disables this feature.

security-password history <0-15>

no security-password history

Parameter Description

<0-15> The allowable range of previous passwords to match against. A
value of 0 will disable the history functionality and is equivalent to
the no security-password history command. If the history
functionality is disabled, all users’ password history is reset and all
password history is lost.

The default history value is 0, which will disable the history functionality.
Global Configuration

To restrict reuse of the three most recent passwords, use the command:
awplus# configure terminal

awplus (config)# security-password history 3

To allow the reuse of recent passwords, use the command:

awplus# configure terminal

awplus (config)# no security-password history

security-password forced-change
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user

Command Reference for AR1050V 145
AlliedWare Plus™ Operating System - Version 5.5.1-1.x



USER ACCESS COMMANDS

SECURITY-PASSWORD FORCED-CHANGE

security-password forced-change

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies whether or not a user is forced to change an expired
password at the next login. If this feature is enabled, users whose passwords have
expired are forced to change to a password that must comply with the current
password security rules at the next login.

Note that to use this command, the lifetime feature must be enabled with the
security-password lifetime command and the reject-expired-pwd feature must be
disabled with the security-password reject-expired-pwd command.

The no variant of the command disables this feature.

security-password forced-change

no security-password forced-change
The forced-change feature is disabled by default.
Global Configuration

To force a user to change their expired password at the next login, use the
command:

awplus# configure terminal

awplus (config)# security-password forced-change

security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD LIFETIME

security-password lifetime

Overview

Syntax

This command enables password expiry by specifying a password lifetime in days.

Note that when the password lifetime feature is disabled, it also disables the
security-password forced-change command and the security-password warning
command.

The no variant of the command disables this feature.

security-password lifetime <0-1000>

no security-password lifetime

Parameter Description

Default
Mode

Example

Related
commands
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<0-1000> Password lifetime specified in days. A value of 0 will disable lifetime
functionality and the password will never expire. This is equivalent
to the no security-password lifetime command.

The default password lifetime is 0, which will disable the lifetime functionality.
Global Configuration

To configure 